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PVefZZc‘e Nicole Gnesotto

n recent months no issue has dominated the strategic agenda

more than the proliferation of weapons of mass destruction

(WMD). Proliferation, from North Korea to India, from
Pakistan to Iran, Iraq and Libya and possibly to al-Qaeda cells, has
become the major concern of the international community, begin-
ning with the United States. Since he came to office, President
George Bush has made dealing with the combined threats of prolifer-
ation, terrorism and dictatorships an absolute priority, one that jus-
tifies a systematic rethink on alliances, doctrines, strategies and the
traditional rules of American policy.

But at the same time no question has been more fiercely debated
than the fight against proliferation — not the principle but the way it
is conducted in practice. Faced with the options of pre-emptive mili-
tary strikes or diplomatic pressure, and going to war immediately or
renewing the mandate of the IAEA’s weapons inspectors, the
Atlantic community’s reaction was to split apart. Subsequently the
world learnt that there was not the slightest trace of WMD on Iraqi
soil.

Any assessment of the events of 2003 is therefore bound to be
ambiguous. Undeniably, the major risks resulting from any prolifer-
ation of WMD are now seen as strategic priorities by all leaders in
the West: from the United States to the G-8, from the Atlantic
Alliance to the European Union, there has been a general awareness
of the dangers, and this has been reflected in numerous high-level
texts, declarations, action plans and strategies. Yet on the other hand
it would be futile to pretend that the absence of WMD in Iraq has not
undermined the credibility of the idea that they represent an imme-
diate threat to the world. If the war against Iraq was in the end
launched on a false assumption or for reasons other than those
advanced by the United States, how in future is one to judge just how
real a threat is, or to distinguish between true proliferation and an
ideological interpretation? And how can a sufficient degree of inter-
national vigilance be maintained against the background of such a
glaring ‘error’ as that committed over Iraq’s proliferation?




Preface

These are just some of the questions that led to this Chaillot Paper,
edited by two researchers at the Institute, Gustav Lindstrom and
Burkard Schmitt. The aim of the paper has simply been to try and
identify, by calling on the best available expertise and without any
ideological preconceptions, the facts concerning the various types of
proliferation (nuclear, biological and chemical weapons, and ballis-
tic missiles), likely trends and the relative urgency and importance
of the different aspects of the problem. The assessments made by the
authors are doubtless more nuanced than the simplistic slogans com-
monly encountered in the media of late, but, as in all things, nuances
have their values.

Paris, December 2003
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Intr 0 du C tio n — European perspectives

Gustav Lindstrom

Curbing the proliferation of weapons of mass destruction (WMD)
is important to European policy-makers. This has been especially
evident throughout 2003. On 6 June 2003, the European Union
unveiled its basic principles for an ‘EU Strategy against the prolif-
eration of WMD’. Among its first principles, the EU underscores
that ‘the proliferation of all weapons of mass destruction (i.e. bio-
logical, chemical and nuclear weapons) and means of delivery such
as ballistic missiles constitutes a threat to international peace and
security’.

The basic principles were quickly followed up by an action plan
identifying practical measures to boost EU non-proliferation poli-
cies. The plan outlines specific measures for immediate and
medium-term action, primarily through the use of diplomatic
tools. On 11 November 2003, a Council Common Position was
adopted on the universalisation and reinforcement of multilateral
agreements in the field of non-proliferation of WMD and means
of delivery. One of the key measures posited is the introduction of
anon-proliferation clause in agreements with third countries.

A month later, on 9 December 2003, the European Council
adopted an EU strategy against the proliferation of WMD. It rep-
resents both the culmination and start of a cohesive strategy in the
fightagainst WMD. Besides synthesising previous EU thinkingon
proliferation, the strategy represents a ‘living action plan’ whose
implementation will be constantly monitored. As noted in the
strategy, ‘it will be subjected to regular revision and updating every
six months’.

There is no doubt that much of the policy work has been
fuelled by recent developments on the ground - especially in Iraq.
Prior to the war, distress over Iraq’s suspected WMD programme
brought proliferation to the forefront of the political agenda.
Growing American apprehension fed European and worldwide
concern. After the war, the inability to find WMD (to date) has
reduced the perceived threat posed by WMD proliferation.
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None the less, the downgraded status of WMD proliferation
post-Iraq is tempered by current events in Iran and North Korea
that remind policy-makers of the importance of remaining pru-
dent. In addition, the potential risk of WMD acquisition by non-
state actors lurks in the background. As the EU Security Strategy
acknowledges, ‘the most frightening scenario is one in which ter-
rorist groups acquire weapons of mass destruction’.

This Chaillot Paper provides an assessment of the WMD threat
to Europe. It does so by considering the main proliferation chal-
lenges in the nuclear (including radiological), chemical, biologi-
cal, and missile technology domains. The threat assessment is
complemented with an overview of the existing tools available to
address such proliferation. Weaknesses and gaps in current pol-
icy-makingare identified and analysed. At the end of each chapter,
recommendations on how toaddress theidentified gaps are made.
The chapters are based on presentations made by the authors ata
non-proliferation seminar held at the EU Institute for Security
Studies in May 2003. The seminar provided the authors both the
opportunity to present initial findings and receive feedback from
a variety of experts, policy-makers, and officials concerned with
proliferation issues.

In the first chapter, Mark Smith analyses the patterns of missile
development and their proliferation. The chapter provides an
overview of the missiles of concern, as well as their stage of devel-
opment. Complementing the technical aspects of the missiles are
the political motivations behind such acquisitions. Given these
developments, Smith outlines the current threat level posed to
Europe. An outlook is also provided giving an indication of the
threat picture in the medium to long term. The second part of the
chapter assesses the instruments available to curb missile prolifer-
ation. Among those examined are the Missile Technology Control
Regime (MTCR) and the Hague Code of Conduct (HCoC). The
chapter ends with an overview of recommendations for strength-
ening existing instruments.

In the second chapter, Bruno Tertrais analyses nuclear prolifer-
ation trends. The chapter begins with an examination of current
supply and demand patterns in the nuclear field. Particular
emphasisis placed on countries such as North Koreaand Iran. The
analysis serves as abasis for several projections concerning the evo-
lution of nuclear proliferation. The implications of these trends
are discussed from a European perspective. The chapter closes
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with a menu of recommendations aimed at complementing cur-
rent EU policies in the field.

The third chapter analyses the proliferation threat posed by
chemical and biological weapons (CBW). In his analysis, Jean Pas-
cal Zanders discusses the challenges associated with the accurate
assessment of CBW acquisition programmes by states and non-
stateactors. He then turns to current deproliferation regimes such
as the Biological and Toxin Weapons Convention (BTWC) and the
Chemical Weapons Convention (CWC) - highlighting their
respective strengths and weaknesses. The chapter concludes with
an overview of the options available to the EU as it strengthens its
CBW policy.

This Chaillot Paper should be of interest to analysts and policy-
makers concerned with proliferation issues. It provides an in-
depth study of WMD proliferation patterns and options for cop-
ing with these. Its aim is to contribute to current European
thinking on the subject following the EU’s recent adoption of a
strategy against the proliferation of WMD.
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Assessing missile proliferation o

Mark Smith

Introduction

Missile proliferation has moved up and down the international
security agenda over the past decade. Events such as the Scud
attacks on Saudi Arabia and Israel in the 1991 Gulf War, the publi-
cation of the Rumsfeld Commission Report and its apparent vin-
dication by North Korea’s launch of a Taepo Dong missile in August
1998, and the missile diplomacy of India and Pakistan in the late
1990s, all helped to give prominence to missile proliferation, even
as 9/11 gave a brutal reminder of other technologies and other ene-
mies, and warned us not to overstate the missile issue. The latter,
and the technical unsophistication of even the most worrying mis-
sile technology, led some commentators to argue that the problem
was exaggerated, while others still clung to the belief that missiles
were the delivery system most capable of very long range and hence
the most likely to exert far-reaching strategic effects.

Any assessment of missile proliferation ought therefore to
begin by stating why we should be concerned, and which missiles
to be most concerned about. Moreover, making an assessment of
the instruments for tackling missile proliferation, as this paper is
briefed to do, similarly requires an assessment of the technical and
political characteristics of the problem in order to properly under-
stand the advantages and shortcomings of the various instru-
ments. This paper will therefore recognise this double imperative,
and set out the defining characteristics of contemporary missile
proliferation. It will then go on to assess the effectiveness of the
existing instruments in terms of those defining characteristics.
There are three such instruments: denial of access to technology
via the Missile Technology Control Regime (MTCR), the erection
of norms against the technology through bilateral, regional or
global agreements, and the deployment of missile defences.
Although some of these may be ineffectual or even counter-pro-
ductive in some regions, none should be regarded as generically

11
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1. The possibility of accidental
launchissometimescited asarea-
son for regarding missiles as
generically threatening, but this
seems rather unlikely, particularly
in the case of developing world
missiles, which are mostly liquid-
fuelled. Such missiles take a con-
siderable amount of time (2-3
hours at least) to prepare and
launch, and the chances of them
being launched accidentally seem
remote.
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incompatible with the others. Indeed, it is very likely that the only
sure-fire failure will be a ‘one-size-fits-all’ approach.

Finally, the paper will look at the role of the EU in export con-
trols, norm-building and defences. The EU is heavily involved in
the first, and may well have been the saviour of the second. As an
institution it is unlikely to be involved in the third, but there is a
good prospect that its member states will.

What is a threatening missile?

Technical characteristics of missile threats

A missile is only a machine; it is the political and military uses to
which it is put, rather than the technology itself, that are the prin-
cipal source of threat.” However, this does not mean that missiles
are generically unthreatening. To understand how a missile may be
threatening in technical terms, we must ask which political or mil-
itary aims are facilitated by the technology. To put it another way,
what does a missile do better than alternatives?

This instrumental criterion has an immediate answer: missiles
are at their most threatening when they are capable of carrying a
500 kg payload a distance of at least 300 km. Those are, respec-
tively, the minimum likely weight of a first-generation nuclear
warhead and the minimum distance that can realistically be
described as strategically significant. That is to say, smaller pay-
loads are likely to be conventionally-armed and shorter ranges are
likely to characterise only theatre missiles. This means that a state
wishing to generate effects at the strategic level of conflict will
probably need a 500 kg, 300 km missile to achieve that aim.

Before going further, it should be pointed out that none of the
above is intended to imply that conventionally armed missiles are
irrelevant. The citizens of the various cities bombarded by such
missiles will testify to their destructive power. However, it is also
the case that, historically, the use of conventionally armed missiles
as strategic weapons does not appear to have been successful. The
V-1and V-2 attacks in the Second World War, the War of the Cities
in the Iran-Iraq War, and the Scud attacks on Tel Avivin 1991 all
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produced little discernible effect at the strategic level, despite civil-
ian deaths. The possibility of European cities being targeted by a
so-called ‘rogue state’in order to deter assistance in regional inter-
vention is often raised, but seems rather unlikely: terror bombing
of civilians is very rarely effective. Effective strategic bombard-
ment with conventional weapons calls for the targeting of facili-
ties rather than civilians, and this demands a higher degree of
accuracy than most missiles can offer.

The 300-1,000 km Scud represents the most widespread missile
threat from a European perspective. It is relatively cheap, easily
obtainable and easy to use. It has also been the most heavily used,
mostly in the Middle East during the Iran-Iraq War and the 1991
Gulf War. Ballistic missiles of this range tend not to confront the
problems of the ‘Scud barrier’, i.e. the technical challenges of pro-
ducing a missile of greater than 1,000 km range using Scud tech-
nology.?2 Scud missiles essentially incorporate 1950s-vintage
short-range technology, and although it is possible to adapt the
missile to fly further, range cannot be extended indefinitely using
the same technology. The technical challenges become especially
numerous and difficult beyond 1,000 km, when problems of
developing extended burn-time of engines, stage-separation, and
re-entry vehicles become noticeably more acute.3 The 1998 Taepo
Dong test, in which Scud technology was apparently used to pro-
duce a missile of 2,000 km range, appeared to cast some doubt on
the continued effectiveness of this ‘Scud barrier’, but it still seems
to be the case that attaining a range of more than 1,000 km is very
difficult without external expertise. The difference in the techni-
cal challenges posed by ranges is reflected in numbers: outside the
de jure nuclear weapon states (China, France, Russia, the United
Kingdom and the United States), 23 states have missiles of ranges
up to 1,000 km, but only 6 have missiles with a greater range.

Ballistic missile threats

An assessment of ballistic missile threats quickly reveals that the
Scud missile remains the base element for current concern. This is
illustrated by Fig. 1.
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2. Aaron Karp, Ballistic Missile Pro-
liferation: The Politics and Technics
(Oxford: OUP, 1996). In this pa-
per the term ‘ballistic missile’ is
used to mean both missiles that
follow a ballistic trajectory when
thrust is terminated and those
whose trajectory is controlled.

3. Aaron Karp, ‘The New Politics
of Missile Proliferation’, Arms Con-
trol Today, vol. 26, no. 8, October
1996,p. 11.
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Figure 1: Missile proliferation by type
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The lower bar identifies missiles that can deliver a nuclear payload
of 500 kg up to 1,000 km, such as the Iraqi Al-Hussein missiles used
to attack Israel in 1991. Of the 23 states with ballistic missiles in
thatclass, fully 19 are Scuds or Scud derivatives, mostly ageing Soviet
stock from the Cold War with ranges considerably shorter than
1,000 km. The Chinese-based one is Pakistan’s HatfIIl and Shabeen
1, which seem to be based on the Chinese M-11 and M-9, and the
other two are the Indian Prithvi and the Israeli Jericho 1.

The upper bar shows missiles of 1,000 km range and over, or
one that can be interregional. It is a slightly different story here,
but Scud-based missiles, in this case the Democratic People’s
Republic of Korea’s Nodong and its apparent derivatives the Iran-
ian Shahab and the Pakistani Ghauri, still make up half the total. A
possible fourth is the persistent stories about Libya’s imports, but
those are unconfirmed. ‘Chinese-based’ refers to Saudi Arabia’s
ageing Chinese imports, and the other two are the Indian Agniand
the Israeli Jericho 2.

An analysis of how those missiles are developing reveals two
importantinsights. The firstis the primacy of ‘vertical’ proliferation.

Figure 2: Patterns of development since 1990

4 i [ States remaining static

B States developing longer
range indigenously

5 [ States developing longer
range through imports
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This chart gives an indication of how the problem has developed
since 1990, and follows missiles of 500 kg/300 km capability or
above. As can be seen, 15 have stayed static in development. These
are mostly states from the former Soviet bloc that have retained
their Cold War-era Scud missiles but not developed capabilities or
ranges beyond that. Of the others, 4 have developed longer ranges
largely or completely through imports: Egypt, Iran, Pakistan, and
Syria. Of those, only Iran and Pakistan have gone beyond 1,000 km
range. Four have developed longer ranges mostly indigenously -
India, Iraq, Israel and the DPRK, all of which apart from Iraq have
gonebeyond 1,000 km. The main thing tonoticeis that thereareno
new missile states. Thus missile proliferation should not be com-
pared to the problem of nuclear proliferation before the Nuclear
Non-Proliferation Treaty (NPT), when President Kennedy said
there might be 20 new nuclear states by the close of the twentieth
century. The problem is not an escalating number of new missile
states, but rather the advancing capabilities of existing ones.

The second insight is the prominence of import-dependency.
The states that are most active in vertical ballistic missile develop-
ment are India, Iran, Israel, The DPRK, Pakistan and to a lesser
extent Syria, Libya and perhaps Egypt. With the exceptions of the
DPRK and India, all of the most ‘missile-active’ states are to a
greater or lesser extent dependent on imports. Of the three less
active states, Syria has given the most cause for concern with its
development of 750 km range Scud Ds with the help of the DPRK,
but US intelligence has judged it ‘unlikely’ to want to pursue mis-
siles with a range greater than that of the Nodong.4 Egypt does not
possess any known missiles beyond 550 km range, but has some-
times featured as possessing long-range potential.> Libya is
repeatedly cited in US intelligence estimates as being interested in
acquiring missiles of greater than 1,000 km range, and uncon-
firmed reports occasionally claim that it has imported Nodongs
from the DPRK.6

Import dependency can be categorised as high, medium or low
(see table below). High import dependence can be taken to mean
that continued development would be difficult or impossible
without foreign assistance, medium that further development
would be significantly slowed, and low that development would be
hindered but not significantly. As the table below shows, the key
sources of foreign assistance are the DPRK, Russia and China.
Russia and China both participate in the global export control

15

4. Foreign Missile Developments and
the Ballistic Missile Threat Through
2015 (Washington, DC: National
Intelligence Council, December
2001).

5. ‘Ballistic Missiles: Threat and
Response’, Hearing before Senate
Foreign Affairs Committee, 106th
Congress, April 15 and 20, May 4,
5,13, 25,26, and September 16,
1999; availableathttp://www.ac-
cess.gpo.gov/congress/senate/se
nate11sh106.html.

6. The US assessment is that ‘If a
missile were offered with range
sufficient to strike 2,500 kilome-
ters into Europe, Libya would try
to obtain it’; see Foreign Missile De-
velopments and the Ballistic Missile
Threat Through 2015 (Washington,
DC: National Intelligence Coun-
cil, December2001).
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7. The US judges the DPRK to be
‘nearly self-sufficient’ in missile
development. Op. cit. in note 4.

8. Indiais reported as ‘pushing to-
wards self-sufficiency’ in US esti-
mation. Op. cit. in note 4. Some
assistance is still required if the
programme should need to be
speeded up. Joseph Cirincione
with Jon B. Wolfsthal and Miriam
Rajkumar, Deadly Arsenals: Tracking
Weapons of Mass Destruction (Wash-
ington, DC: Carnegie Endowment
for International Peace, 2002),
p. 198.

9.1bid., p. 75.

10. Aaron Karp notes that for
ballistic missiles, ‘guidance is an
idea target for export control . . .
Apart from Germany and the
United States, no country has
managed to develop guidance
systems for long-range missiles
without foreign help’. Op. cit. in
note2,p. 111.See pp. 110-25 for
ananalysis ofthe problemsinher-
ent in missile guidance systems.
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system, Russia as a full member and China as an adherent, and
therefore need to be induced or compelled to implement existing
commitments; the DPRK; on the other hand, is not part of the sys-
tem.

Figure 3: Import dependency

STATE SIGNIFICANT SUPPLIER S LEVEL OF RELIANCE
DPRK Indigenous Low7
Egypt DPRK Medium/High
India Indigenous Low8
Iran DPRK, Russia, China High
Libya DPRK High
Pakistan China, DPRK Medium
Syria DPRK, Iran High
Cruise missile threats

Cruise missiles presenta different set of proliferation threats. From
the point of view of a proliferator state, they have several advan-
tages over ballistic missiles. First, the guidance system is more read-
ily obtainable, given that the Global Positioning System (GPS) is
widely available and inexpensive. This means that highly accurate
cruise missiles are relatively easy to acquire in comparison to ballis-
tic missiles. It has been estimated that 100 m accuracy is now feasi-
ble using the GPS, and 5 m may be a possibility by 2007.° Compare
this with the 1,000 m accuracy of the Al-Hussein missiles that Iraq
fired at Israel and Saudi Arabia in the 1991 Gulf War.10 Moreover,
the MTCR’s controls do not apply if the GPS system is intended
for use in manned aircraft. A state that is in bad odour with the
WMD regimes (such as the MTCR) can expect a refusal of export
licence from a member of the MTCR, but the fact that GPS is so
widely available makes it difficult or impossible to control fully.
Asecond advantage of cruise missiles over ballistic is their rela-
tive cheapness. The airframe of a cruise missile is similar to that of
a light aircraft, the propulsion system is comparatively easy to
acquire,and the guidance system has been mentioned. This means
that a basic cruise missile represents no great technological chal-
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lenge or drain on resources, especially in comparison with a ballis-
tic missile.’" A further advantage is its suitability for delivery of
certain kinds of WMD. In comparison with ballistic missiles, a
cruise missile flies more slowly, and therefore generatesless heatin
flight, is endoatmospheric, and does not create a large explosion.
It can release chemical or biological agent slowly over a much
wider area, with less risk of the agent being destroyed in flight. It
has been estimated that biological agent delivered by cruise mis-
sile can be lethal over an area ten times greater than that delivered
by ballistic missile.12

Current cruise threats tend to be sub-strategic in range (i.e. less
than 300 km). In fact, one study has estimated that about 90 per
cent of existing cruise missile systems have ranges of only 100 km
or s0.13 One reason for this has been the difficulty of producing
guidance mechanisms, especially for land attack cruise missiles
(LACMs). The sea is relatively flat and thus does not present too
many problems for anti-ship cruise missiles (ASCMs), but LACMs
need to find their way across varied terrain. The arrival of GPS has,
therefore, substantially reduced the technical challenges of devel-
oping longer-range LACMSs.14 It has not, however, entirely erased
them: using GPS in a cruise missile is not simply a matter of fitting
the components into place like a car radio. Integrating complex
technologies still represents a major challenge.5

The other barrier to range extension is also difficult to over-
come. Unlike ballistic missiles, cruise missiles are powered all the
way through their flight and therefore need to carry fuel for the
entire journey. Liquid-fuelled cruise missiles, the easiest to con-
struct, need three times as much propellant as the more advanced
air-breathing variety.16 This problem heavily curtails their range,
and helps to explain why so many existing cruise capabilities have
sub-strategic capability only. The Chinese Silkworm ASCM, for
example, has a range of only 90-160 km, and the Russian Styx
about 80 km."” Cruise missiles powered by turbojet engines are
much more efficient and consequently have greater ranges, but
also present significantly greater technical challenges.18

Dennis Gormley notes that these challenges are such that a
state with ‘[a] basic level of technological knowledge and capabil-
ity’ that wishes to obtain a strategic-range cruise missile has two
choices: to convert a basic ASCM which presents significant chal-
lenges, takes several years and requires foreign assistance, or to
abandon development and buy a missile outright from a foreign

17

11. David Tanks, Assessing the
Cruise Missile Puzzle: How Greata De-
fense Challenge? (Washington, DC:
IFPA, 2000), p. 9; Jane’s Intelligence
Review, April 2000.

12. Dennis Gormley, ‘Hedging
Against the Cruise Missile Threat’,
in Survival, Spring 1998, p. 96.
13.Op.cit.innote 11.

14. Dennis Gormley, ‘Dealing
With the Threat of Cruise Mis-
siles’, Adelphi Paper 339, p. 19.

15. Stephen . Zaloga, ‘The Cruise
Missile Threat: Exaggerated or
Premature?’, Jane’s Intelligence Re-
view, April 2000, p. 49.

16. Zaloga, p. 49.

17. Gormley, p. 99; Zaloga p. 49.

18.Zaloga, p. 50; Gormley, p. 21.
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19. Gormley, p. 29.

20. Christopher Bolkcom and
Sharon Squassoni, ‘Cruise Missile
Proliferation’, CRS Report for Con-
gress, Congressional Research Ser-
vice, 3 July 2002.

21.Op. cit. in note 4.

22. ‘Shahab 3 Ready for Service,
Says Iran’, Jane’s Missiles and Rock-
ets, August 2003, p. 7.

23. 1bid.; ‘Third Iranian Shahab
test “a fizzle™, Jane’s Intelligence Re-
view, November 2000, p. 5.

24. Vasily Lata and Anton
Khlopov, ‘Iran’s Missile and Nu-
clear Challenge: AConundrum for
Russia’, PIR Report (Moscow: PIR
Centre, 2003).
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supplier.’ In short, the question is of how much, not whether, for-
eign assistance is required.

Indigenous development is therefore not an attractive option
for developing strategic-range cruise missiles, which is demon-
strated by the high levels of import dependency in proliferation.
Of the 80 states that have cruise missiles of some kind (mostly
ASCM), 62 are reliant on foreign assistance.?0 Of the supplier
states, China, the DPRK, India, Iran, Iraq, Israel and Taiwan are
outside the global export control system of the MTCR, although
China and Israel are both adherents to the Regime’s stipulations.
As with ballistic missiles, this means that effective export controls
are likely to be a significant brake on development beyond the
500 kg/300 km class, especially as there are very few producers of
strategic-range cruise missiles. As evidence of this, a recent US
intelligence estimate concluded that 12-24 states will possess
some LACM capability by 2015, but that most of those will have
ranges of only ‘a few hundred kilometers, posing primarily a the-
ater-level threat’, unless launched from a forward-based platform
such as a ship or aircraft.?1

Technical characteristics from a European perspective

At the time of writing, the only missiles capable of reaching Europe
are in the hands of the de jure nuclear weapon states. That is to say,
the states recognised as such under the NPT: China, France, Russia,
United Kingdom and the United States. To put it another way, no
state outside the permanent members of the UN Security Council
has a missile capability that could be used against the EU. The only
technical factor that can change this in the foreseeable future is the
circulation of Nodong and especially Taepo Dong technology from
the DPRK to a state in the Middle East.

The DPRK’s Nodong missile is the basic design behind the Pak-
istan Ghauri and Iranian Shabab programmes. The 1,300 km range
Shahab 3 was reportedly deployed recently, giving Iran a range cov-
ering Turkey, the southernmost flank of Russia, and the edge of
south-eastern Europe.22 The Shabab had the short test programme
characteristic of such missile programmes: at most, eight flight
tests are believed to have been conducted, not all of them success-
fully.23 Its impact accuracy appears to be as much as 2 km, which
suggests that it would need a nuclear payload to have any signifi-
cant effect.24 The Shahab 3 does have a nuclear-capable payload of
1,000 kg, but Iran’s technical capabilities are unlikely to stretch to
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the miniaturisation techniques needed for constructing a nuclear
warhead. As with all missiles, the range can be extended if the pay-
load is reduced. Unconfirmed, but recurrent, reports also suggest
that Libya has attempted to purchase Nodong technology from the
DPRK, which would giveita capability against nearlyall of Europe’s
Mediterranean coastline. These reports have yet to be authenti-
cated, and the fact that to date they have not featured in US intelli-
gence estimates suggests that this remains unsubstantiated.?’

In terms of longer ranges, Iran is reportedly developing a 2,000
km range Shahab 4, which would increase Tehran’s reach into
south-eastern Europe. Like the Shahab 3, this missile appears to be
based on a DPRK design, this time the Taepo Dong 1, and probably
also the Russian SS-4.26 In order to reach the whole of Europe, Iran
would need a missile of atleast 4,000 km range, and, as mentioned
above, its import dependence is high and therefore it would need
substantial foreign assistance. US estimates state that Iran would
need to import either a complete system such as the DPRK Taepo
Dong 2 (which has never yet been tested), or some major subsys-
tems such as Russian missile engines to develop long-range mis-
siles.2” Reports have circulated of a Shabab 4 with a range similar to
that of the Taepo Dong 1, and also of Taepo Dong 2 technology sup-
plied by the DPRK, but these remain unsubstantiated.?8

The immediate prognosis is that, by 2005, Iran can be expected
to have 10-20 Shabab-3 missiles capable of targeting Israel, Turkey
and the south-eastern tip of Europe. It is unlikely to have the 4,000
km range missile atall before 2010 at the earliest.2° This is the only
plausible direct threat to European territory, unless Libya or Syria
decides to purchase Nodong missiles. All other missile capabilities
affecting Europe are of less than 1,000 km range and from a Euro-
pean perspective are therefore strictly theatre missiles. Of these,
Iran possesses about 300 Scud Bs (range 300 km), and 100 Scud Cs
(range 500 km); Iraq can be assumed to be a defunct threat for the
time being; Libya has a small number of old Scud Bs, and Syria a
stock of Scud Bs and Cs.

Missile motivations: the political characteristics of missile
threats

Missile exports are a source of income for those states that export
them, particularly in light of the fact that MTCR deprives the
global missile market of most suppliers. The DPRK’s missile
exports are worth millions of dollars, and the Pyongyang regime

19

25. Joseph Bermudez, ‘Ballistic
missile development in Libya’,
Jane’s Intelligence Review, January
2003, p. 29.

26. Joseph Cirincione with Jon B.
Wolfsthal and Miriam Rajkumar,
Deadly Arsenals: Tracking Weapons of
Mass Destruction (Washington,
DC: Carnegie Endowment for In-
ternational Peace, 2002), p. 267.

27.0p. citin note 4.

28. Lata and Khlopov; Cirincione
et al, p. 264; ‘The DPRK: Py-
ongyang and Tehran Discussing
Missile Purchase’, NTI Newswire,
6 August 2003; http://www.nti.
org/d_newswire/issues/thisweek
/2003_8_8_misp.html.

29. Lata and Khlopov; Statement
of Robert Walpole, hearing on
‘The CIA National Intelligence Es-
timate of Foreign Missile Develop-
ment and the Ballistic Missile
Threat Through 2015’ before the
Senate Subcommittee on Interna-
tional Security, Proliferation, and
Federal Services, 11 March 2002.



Assessing missile proliferation

30. Marcus Noland, ‘The DPRK’s
External Economic Relations’, In-
stitute for International Econom-
ics.

31. The $560 million figure is
cited in ‘US Accuses The DPRK of
Narcotics Trade’, Financial
Times, 4 December 2002, p. 11.
The possibility that this is reliant
on outdated sales patterns is
raised by David Wright in ‘The
Case for Engaging The DPRK’,
Bulletin of the Atomic Scientists,
March-April 1999.

32. Leon V. Sigal, ‘Negotiating an
End to North Korea’s Missile-
Making’, Arms Control Today, June
2000, p. 3.

20

has consistently demanded compensation for any cessation. The
country hasa chronic trade deficit,and limited means to addressiit.
It is generally thought that revenue from missile exports totals
roughly $100 m per annum, and although this is insufficient to
cover the trade gapitisnone theless a sizeable sum.30 Some reports
have put the figure considerably higher, with $560 m being quoted
recently, although this figure may be a hangover from the 1980s
when the Iran-Iraq war produced a high demand for Scud mis-
siles.3

There are signs that Pyongyang might be willing to reconsider
its exports, albeit at a high price. Shortly before the 1998 Taepo
Dong test, the state news agency announced, ‘Our missile exportis
aimed at obtaining money we need at present. As the United States
has pursued economic isolation of the DPRK for more than halfa
century, our resources of foreign money have been circumscribed
... If the United States really wants to prevent our missile export,
it should lift the economic embargo as soon as possible and make
compensation for the losses to be caused by discontinued missile
export.’32 This demand for compensation, rejected by the United
States, was apparently the cause of the breakdown in talks on this
issue in 2000. Jang Chang Chon, of the DPRK Foreign Ministry,
demanded $1 billion per year from the US side in exchange for an
export ban, and stated, “The issues of compensation and exports
cannot be separated, so we are discussing them together’.

Domestic motivations such as this are not threat-driven, how-
ever. Threat-based motivations, or those missiles that are
intended by the deploying state to be threatening, fall into two cat-
egories: bilateral hostility and regional insecurity. The obvious
case of bilateral hostility is India and Pakistan, but Iran/Iraq,
North/South Korea, and China/Taiwan have all shown how this
kind of hostility can be a generator of missile programmes. With
the possible exception of India/Pakistan, these bilateral hostilities
are also strongly linked to wider regional insecurities that involve
other states from outside the region. Iran’s strategic calculus
needs to incorporate the forces of the United States and its allies,
as does that of the DPRK, since South Korea, Japan and Taiwan all
have security guarantees from the United States. This means that
South Asia is the only ‘missile-active’ region with no potential
enemies outside the region. In turn, this suggests that the missile
programmes elsewhere in the world are driven by regionally based
security concerns, but not entirely by regional actors. The involve-
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ment of extra-regional states such as the United States is a signifi-
cant driver of proliferation within the region.

This means that talk of ‘global’ missile drivers is misleading
and, very largely, a misnomer. The term had relevance during the
Cold War, when it was plausible to talk of a missile dynamic
between two states that could conceivably enter into conflict any-
where in the world. It is much less plausible now, when missile
dynamics are rooted in regionally based relations rather than
global ones. That is to say, the United States and Iraq would not
have found themselves in conflict with each other outside the
Middle Eastern region; where the United States influences missile
proliferation, that influence applies entirely within the regional
security complex.

Missile motivations from a European perspective

European states only figure in missile drivers in the regional sense:
they are not customers for developing world missile technology,
they are not suppliers, and they do not have any bilateral hostilities
with states of missile concern, but they are involved in force projec-
tion into regional security problem areas, in particular the Middle
East. This means thatit is only those European states in these cate-
gories that confront a potential missile threat. States such as
Turkey provide bases and logistical facilities, and states like Britain
are involved in sending troops. In other respects, missile prolifera-
tion threatens European states in the sense that it has a negative
impact upon regional stability. Thus, European states currently
face only a partial direct threat but a strong indirect threat.

This is significant, because European states tend to display a
preference for non-military means of dealing with problem states.
This was illustrated by the divisions over the war in Iraq, but here
the intra-European discord was arguably just as strong as the
transatlantic one. However, there are good reasons for regarding
Iraq as something of an anomaly. The United Kingdom had been
involved in military operations against Saddam Hussein’s regime
all through the 1990s, from Desert Storm to Desert Fox to the regu-
lar patrols over the no-fly zones, and thus its participation in the
2003 war was much more a continuation of previous policy thana
radical departure. Conversely, there has always been noticeable
daylight between the British and US policies on Iran.33

As a consequence, any emerging missile threat to European
states may be qualitatively less immediate than for the United
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States, which has a far stronger military-political presence around
the world. On the other hand, the fact that, where European states
do become involved in force projection into the Middle East, they
usually do so as part of a ‘coalition of the willing’, may make them
more susceptible to missile-based deterrence. A state such as Iran
may be able to exercise significant influence over coalition politics
by being able to threaten the forces or territories of states consid-
ering participating in military action againstit. In other words, the
deterrent effect of missile attack on the national homeland is con-
siderably higher than that of attacks on forces and logistical facil-
ities; a long-range capability, particularly if (perhaps only if) it is
coupled with anuclear capability, significantly changes the strate-
gic relationship.

Summary

To summarise so far, the threat from missiles has the following

characteristics:

D above the 300 km range level, it is principally ballistic and Scud-
based;

D itislargelyimport-dependentin both cruise and ballistic terms;

D itisevolving vertically rather than horizontally;

D itis driven by regionally-based factors, including the presence
or threatened presence of extra-regional intervention forces.

Therefore, the effectiveness of existing instruments should be

assessed in light of those four basic characteristics.

Assessing existing instruments

There are three ways of tacking missile proliferation. The first s to
cut off access to the required technology, the principle instrument
of which is the Missile Technology Control Regime (MTCR). The
second is to construct norms to counter possession of long-range
missiles. Currently there are very few, if any, norms banning mis-
siles, but efforts to establish them are taking place. The third way is
to negate the technology through missile defences. In short, the
instruments are denial, delegitimisation, and negation.

The MTCR34

The MTCR was established in 1987 and currently has 33 members,
with some other states as ‘adherents’ who pledge to abide by MTCR
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guidelines but are not full members. It is not a treaty, but an infor-
mal association of states who agree to restrict exports of missiles,
missile technology and missile production technology. Full mem-
bers attend regular meetings; adherents do not participate in intra-
Regime discussions, but agree to place export controls on those
technologies stipulated in the MTCR list.

Because it is not a treaty but rather an agreement to ‘sing from
the same song-sheet’, so to speak, the MTCR has no verification
mechanism and no means by which to enforce compliance by
members. However, individual members, especially the United
States, have regularly implemented sanctions on states suspected
of failing to properly implement export controls. Moreover, in the
European case the MTCR’s list of restricted technologies is
attached to EU regulations, and therefore covered by EU law and
legally binding on member states.

The restricted items are in the Equipment and Technology
Annex, and are divided into two categories. Category I is complete
missile systems and major subsystems, and export of these items is
subject to ‘strong presumption of denial’. Category II consists of
subsystems usable for missile development, and production facil-
ities and equipment. Export is subject to ‘case-by-case review
against specified non-proliferation factors’, such as possible
development of WMD.

The restrictions concentrate on the technology required to
carry a 500 kg payload to a distance of 300 km, which combines
the estimated minimum weight of a first-generation nuclear war-
head with what was thought to be a reasonably strategic range.
Later, the rules were extended to cover any missile technology
‘intended’ to carry WMD. The aim of the MTCR was always to
impede, rather than prevent, missile development. That is not to
say that the MTCR founders had no wish to see development
halted, but that they recognized that export controls could only
make the technology difficult to come by.

It will be recalled that the first characteristic of missile threats
was that missile proliferation was largely Scud-based in nature.
The very fact that Scuds are the base element is a testament to the
MTCR’s success. Any state wishing to develop along-range missile
is forced to work with the same technology that was circulating
when the MTCR was set up. This also seems to indicate that, even
when MTCR members or adherents fail to comply with their obli-
gations, either by design or through lack of enforcement, the mis-
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sile technology thatleaks through the export control system is still
comparatively basic in nature.

The second characteristic was the dependency on imports of
technology, of know-how, or (as in the case of Yemen) of whole
missiles. The varying levels of import dependency mean that
broadened export controls can have a significant impact. Most
really worrying states have alow techno-industrial base, and there-
fore need imports to keep their missile programmes running.
Where these imports involve MTCR members, there may be scope
for action, and some MTCR members like Russia, or adherents
like China, are believed to be exporting missile technology. They
joined the MTCR after its creation, but have regularly been
accused of flouting its conditions. The Russian and Chinese
exports do not appear to be the result of a deliberate act of policy,
but rather are a consequence of ‘rogue companies’. Both states
have large defence-industrial complexes accustomed to receiving
large government contracts; those contracts dried up at the same
time as reforms introduced market forces and the profit motive
into the domestic economy.

Russian exports of missile technology to Iran are a leading
cause for concern. The transfers reportedly consist mostly of guid-
ance technology, the high-strength materials needed for casings
and so on, and the sale of expertise and know-how. They seem to
take place through a combination of corrupt and underpaid offi-
cials in government, impoverished producers hunting for sales,
and poorly implemented licensing procedures.3> The United
States has repeatedly sanctioned Russian entities despite
Moscow’s denials, some of which have been indignant, to say the
least: in 2001, an official from the Russian Ministry of Foreign
Affairs claimed that the issue of Russian exports to Iran was ‘a
politically and economically motivated fiction promulgated by
the pro-Israeli disposition of the US political establishment’.36

The scale and type of export has declined to some extent, espe-
cially since Russia joined the MTCR in 1995.37 However, even the
offended ministry official acknowledged that ‘private prolifera-
tion’ of technical expertise was taking place, and other analysts
paint a fuller picture. Alexander Pikayev, for example, has pointed
out that the Russian defence industry needs foreign markets
because it cannot sustain itself on domestic ones, and the fact that
the MTCR puts states such as Iran off limits to Western manufac-
turers presents inviting economic opportunities.38 Moreover,
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Russia’s primary source of income is foreign arms sales, which
may explain why, as Fred Wehling notes, ‘credible reports continue
to circulate that the Russian Government has turned ablind eye to
the activities of Russian defence firms . .. or has actually assisted
their efforts’.3°

In China too, it appears that controls are not enforced as rigor-
ously as they ought to be. In 1997, for example, the US Assistant
Secretary of State Robert Einhorn testified that the problem
might not be deliberate non-compliance: ‘as we have learned more
about current Chinese procedures for controlling missile-related
goods and services, we have become more skeptical about the abil-
ity of Beijing’s control system to implement missile restraints
effectively’.40 This was apparently acknowledged in 2002, when it
was reported that China had responded to US sanctions over
exports to Pakistan by claiming that it was unable to fully control
the entities concerned.4? Chinese export activity has risen sharply
over the last twenty years as economic reform simultaneously
reduced both export barriers and government subsidising of the
defence industry, and consequently exports rapidly outran the
government’s ability to control them.4?

In 1991, China agreed to adhere to the MTCR, although not to
join it, and exports of whole missiles were successfully curtailed.
However, dual-use exports continued. Beijing responded in 2002
by announcing that its export control list has been updated to
closely mirror that of the MTCR, butin June 2003 Chinese entities
were again sanctioned by the United States for exports of marag-
ing steel (used in missile casings, not to mention nuclear cen-
trifuges) to Iran.43

There are, in fact, limits to the MTCR’s effectiveness as long as
some of its members and adherents fail to properly enforce export
controls and, equally important, the Regime does not take on all
significant suppliers. A law of diminishing returns may be setting
in: for a non-MTCR member with exportable missile technology,
the incentives to stay out of the Regime become greater as MTCR
membership increases, as such a state has the market increasingly
to itself. This is highlighted by the case of the DPRK, which has
found a bigger market for its unsophisticated Scud missiles than
would otherwise have been the case. US intelligence sources cite
the DPRK as ‘the missile and manufacturing technology source
for many programs’ around the world, and also, significantly
given the primacy of vertical proliferation mentioned earlier, the
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prime source of medium-range (1,000 km and above) ballistic mis-
sile proliferation.44

It therefore follows that cutting off supply lines of Nodong
technology ought to have a significant effect on medium-range
missile proliferation and hence of ensuring that threatening mis-
sile capabilities are largely theatre-range. Unilateral or non-MTCR
export controls might be a way forward here. The large amounts of
income that missile exports generate for The DPRK were men-
tioned above, and the Bush administration has consistently
refused to bargain with Pyongyang whilst conspicuously avoiding
the confrontational stance it took over Iraq. However, the Clinton
administration reportedly came very near to reaching a deal with
the DPRK. A series of meetings between October 1998 and July
2000 appeared to produce this arrangement, in which Kim Jong Il
offered to halt all development and deployment of missiles with
500 km range and over in return for a US promise to launch the
DPRK’s satellites (the Taepo Dong test of August 1998 appears to
have been a failed satellite launch), and also a cessation of missile
exports in exchange for oil and food aid. According to Gary
Samore, ‘none of the outstanding issues appeared insurmount-
able’, but the upcoming presidential elections in November 2000
placed constraints on how much Clinton could be seen to bargain
with a rogue regime, and effectively there was not enough time to
close the deal before then.45

The Bush administration has often appeared to be in two
minds about the DPRK. On the one hand it has stoutly refused to
be coerced into handing over what it would regard as rewards to
Pyongyang for proliferant behaviour, but on the other has
acknowledged that diplomatic and political solutions may be
more productive. This year (2003), it has imposed sanctions on a
North Korean company (Changgwang Sinyong Corp.) for missile
exports to Pakistan and Iran, intercepted missile shipments
bound for Yemen and threatened to close off air supply routes as
well.46

The third characteristic of missile threats was the primacy of
vertical proliferation, and again imports are important here.
Strong export controls seem to mean that missiles with a range of
over 1,000 km are highly unsophisticated. Of the states currently
developing missiles of greater than 1,000 km range (the DPRK,
India, Iran, Israel and Pakistan), three appear to be dependent on
each other to a significant extent: the Iranian Shabab, the DPRK’s
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Nodong and the Pakistani Ghauri. The DPRK has deployed at least
100 Nodong missiles but has reportedly only conducted a single
test, whilst the Shabab and Ghauri (the Nodong’s apparent deriva-
tives) have been tested on several occasions. It has been suggested
that Iran and Pakistan may have part-funded the programme in
exchange for the technology, and that test data on Nodong deriva-
tives has found its way back to Pyongyang.47

Be that as it may, it is certainly the case that vertical prolifera-
tion and import dependence rise in direct proportion to one
another, and thus maintaining controls on vertical proliferation
will depend to alarge extent on how effectively supply lines can be
restricted or cut off. We have seen that the principal supplier of
1,000 km-plus range missile technology, the DPRK, can poten-
tially be induced to cutits supply, and Russia and China have both
made commitments to enforce their controls more stringently. If
these three sources of exports can be staunched, it is quite possible
that further upwards development by Iran and possibly by Pak-
istan can be cut off.

The final characteristic was the primacy of regional dynamics.
Here the MTCR has a serious problem, which stems from the fact
thatits members and adherents have far and away the most sophis-
ticated and longest-range missiles. Moreover, those same states,
particularly the United States and its allies, have substantial ability
to project military power into regional security complexes - a sig-
nificant driver of missile proliferation. Pakistan, a persistent and
vehement critic of the MTCR, highlighted this when it said that
‘States which reserved the right to deploy thousands of missiles are
now seeking to prevent developing countries from developing mis-
siles for legitimate self-defence. The international community
must resolutely resist that discriminatory trend.’#8

The HCoC

The Hague Code of Conduct Against Ballistic Missile Proliferation
(HCoC) was launched in November 2002, after being drafted
within the MTCR. Its basic purpose was twofold: to begin a process
of global norm-construction on ballistic missiles, and to try to
offset their most destabilising effects. It tried to achieve this
through a system of annual declarations on missile and space
launch vehicle (SLV) policy, pre-launch notification (PLNs) of mis-
sile flight tests, and a plea to restrain and where possible roll back
missile development.
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It is hard to assess the HCoC’s effectiveness, for two reasons.
First, it has only recently been signed, and second it has had such a
disappointing signatory list. Apart from Libya, not a single non-
MTCR member with significant missile programmes has chosen
to sign it. Moreover, the HCoC is little more than a schedule of
confidence-building measures, and as such is not designed as a
genuine non-proliferation instrument. Unlike the MTCR, the
HCoC is applied to behaviour rather than hardware, as Sidhu and
Carle have pointed out.4? The MTCR works by cutting off access
to technology and thereby substantially raising the financial and
technical costs of missile development; the HCoC is intended to
work by developing ‘responsible missile behaviour’, a phrase that
was much in use during its drafting process but dropped from the
final text. Thus, the HCoC attempts to pick up where the MTCR
leaves off: those states that have persisted in development despite
the MTCR’s restrictions will, it is hoped, consent to be ‘responsi-
ble’ with the missiles they have.

That said, the HCoC is clearly aimed at the key characteristics
of missile threats. It focuses entirely on ballistic missiles capable of
carrying WMD, and therefore the 500 kg/300 km Scud and above
falls squarely within the Code’s remit. The HCoC also has a clause
committing signatories not to contribute to, support, or assist
ballistic missile programmes in states that might develop WMD in
contravention of the regimes or the norms established by the
regimes, and commits signatories to exercise ‘maximum possible
restraint’ in development, testing and deployment, although it
does not specify what ‘restraint’ is.

Missile defence

Missile defence is almost as undeveloped in technical terms as
norm-building is in political ones. Its feasibility is yet to be conclu-
sively demonstrated but the Bush administration has pressed
ahead, with deployment scheduled for 2004. Missile defence is
philosophically closer to the MTCR than the HCoC, since it is a
means for responding to missile proliferation to be imposed rather
than agreed upon. It is beyond the scope of this paper to offer a
technical assessment of missile defence, but, as with the HCoC, itis
worth assessing how it measures up to the defining characteristics
of missile proliferation.50

First, the ubiquity of Scud-based systems may be an advantage
for missile defence, as it means that they are unsophisticated and
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therefore will be vulnerable to missile defence at an early stage in
BMD development. The Patriot experience in the 1991 Gulf War
did show that lack of sophistication can be an unexpected asset -
the Scuds tended to shed alot of debris on re-entry which confused
the Patriot system and made itharder tolock on to the target. None
the less, Scuds are likely to be vulnerable to missile defence soon,
assuming technical problems can be overcome.

The widespread import-dependency may also be an asset. The
circulation of Scud-based technology does mean that there are sev-
eral basic similarities in missiles deployed in north-east Asia and
the Middle East, which may work in missile defence’s favour. Expe-
rience gained against Iraqi Scud-based missiles is likely to be appli-
cable to similar missiles deployed by the DPRK. This also means
that vertical proliferation may also be susceptible to missile
defence. If the same states are circulating similar technology, such
as the Nodong missiles cited by US intelligence as the prime ele-
ment in medium-range missile proliferation, then successful
defence against a Nodong in a north-east Asian context substan-
tially raises the prospect of similar success against a Shahab in the
Middle East. The question here is whether the technical problems
of missile defence can be resolved so as to keep pace with the verti-
cal proliferation of ballistic missiles.

Cruise missile defence presents a different set of technical chal-
lenges. Cruise missiles do not fly at the same enormous speeds as
ballistic missiles, but they are relatively small and therefore pres-
ent a much smaller radar signature. Moreover, they fly at low alti-
tudes, which means they can drop below radar cover. For example,
an official US report in 1999 stated that, due to the curvature of
the earth, a cruise missile might not be detected by ground-based
radar until it was as close as twenty miles away.>1

In terms of regional dynamics, missile defence may be part of
the proliferation problem. A potential adversary’s forward-
deployed forces and highly sophisticated deep-strike and PGM
capabilities, which regional states cannot match, appear to be
important drivers behind missile acquisition. Missiles represent
one way by which states attempt to acquire some deterrent capa-
bility against these interventionist forces near their borders, and
therefore missile defence may address a symptom whilst failing to
deal with the underlying cause. On the other hand, by negating the
potential emergence of long-range missile capabilities in the
hands of unpredictable and possibly dangerous states, defences
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do hold out the twin prospects of maintaining the strategic status
quo and erecting disincentives for missile development. In addi-
tion to the fact that the existence of global export controls raises
the technological, financial and political means required for suc-
cessful missile development, defences can reinforce this by mak-
ing missiles an unattractive end.

Summary

Of the three instruments for combating missile proliferation, two
remain chronically undeveloped in political and technical terms.
The HCoC remains the only demand-side political tool and is very
much in its infancy, and missile defence has yet to be technologi-
cally proven. Moreover, only the MTCR and the HCoC offer any
role for the EU, which is more of an economicand political actor on
the international stage than a military one. The recent war in Iraq
graphically demonstrated how far EU members are from being
willing or able to act collectively, in military terms, outside the
European continent in the absence of explicit sanction from the
UN, and in any event many EU members lack both the means and
the desire to project military force beyond the Continent.

For this reason, for the purposes of this paper I propose to con-
centrate on Europe’s role in developing and enhancing the other two
instruments: export controls and norm-building. This is not to sug-
gest that missile defence will be an irrelevance for the EU or its mem-
bers, butsimply thatexport controls and norm-buildingare political
and economic tools, and as such are best suited to the EU, which is
afterall a political and economic entity rather than a military one.

Improving existing instruments

Export controls: what needs to be done?

We have seen thatimport dependency is still fairly widespread, par-
ticularly among states geographically close to Europe: Iran, Libya
and Syria all require significant levels of foreign assistance to make
continued progress in vertical development, and only Iran has any
possibility of becoming a threat to territorial Europe rather than
only to forces. The sources of this assistance are China, Russia and
the DPRK, all of which have, in their different ways, demonstrated
at least a willingness to exercise stronger controls over the exports.
The picture is, therefore, a comparatively encouraging one: the
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most worrying proliferation requires foreign assistance, and there-
fore wider and deeper export controls should have a significant
effect. The task for the EU is to cut the supply lines, and/or to
encourage suppliers to show greater restraint.

In terms of cutting supply lines, action is already being taken.
Not long after China announced its revamped export control list,
the United States imposed sanctions on a Chinese company, Nor-
inco, for exporting MTCR Category II items to Iran. Category II
items are dual-use items and materials, which should only be
exported when there is reliable end-use verification that the mate-
rialsare not being put to missile use. In the Norinco case, theitems
were not specified but reportedly included maraging steel, a high-
strength material used, as mentioned earlier, in the construction
of missile casings as well as nuclear centrifuges. According to
Paula DeSutter, the US Assistant Secretary of State for Verifica-
tion and Compliance, Norinco’s exports to the United States are
worth about $160 million, and thus the sanctions are likely to
have significant effect.52

Shortly after this, the United States collaborated with Spain to
intercept a DPRK export of Scud missiles bound for Yemen. The
cargo, which consisted of 15 Scud Cs with warheads and 23 tanks
of oxidiser for missile fuel, was in international waters when it was
intercepted. After angry protests from Yemen and the DPRK, and
a Yemeni assurance to Washington that the missiles were for
purely self-defensive purposes, the United States released the
cargo after admitting that it had international legal authority to
stop the ship but not to seize the cargo.>3

These two events may have been instrumental in the establish-
ment of the Proliferation Security Initiative (PSI) on 31 May 2003.
The PSIwas set up to pursue the ‘pre-emptive interdiction’ of mis-
sile transfers. Such interdiction is illegal in international sea- or
airspace, as the United States discovered with the DPRK shipment
to Yemen, but interdiction in national sea or air territory is
another matter. In fact, many MTCR members already pursue
such a policy. In November 1999, for example, British customs
seized a cargo of DPRK Scud components,bound for Libya, in tran-
sit through Gatwick Airportin the United Kingdom.

The members of the PSI are Australia, France, Germany, Italy,
Japan, the Netherlands, Poland, Portugal, Spain, the United King-
dom and the United States, all of whom are MTCR members. The
PSI is designed to utilise ‘inventive use of international laws’ to
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intercept transfers in national air, land, or sea territory. It will work
by ‘[linking] the ability we have to track these shipments with the
national authorities that are out there’, as a White House official
has stated.>4 It appears that tracking and surveillance capabilities
have outrun international export control cooperation, and that
some missile transfers have slipped through this gap. Forexample,
the Scud shipment seized by British customs in 1999 was not ille-
gal while in international airspace, but once it touched down in
the United Kingdom it was subject to the EU arms embargo on
Libya and also British commitments under the MTCR. The PSI is
designed to facilitate thiskind of interdiction, and it should not be
doubted that the surveillance capabilities exist to track ship-
ments. In March 2001 US reconnaissance monitored DPRK mis-
sile components being loaded onto a plane bound for Iran, and
similar assets tracked the Yemen-bound missile shipment last
year.

It follows that the more states can be involved with utilising
this surveillance information via their national authorities, the
fewer opportunities will exist for transfers of missile technology.
All EU members belong to the MTCR, due to the transhipment
opportunities presented by the single European market. Thus
they all possess similar export control laws, and reasonable means
to enforce them. If they cannot all be brought into the PSI, it cer-
tainly makes sense for the EU to be represented in the Initiative.
There are clear indications that the EU is in fact beginning to fol-
low a more robust policy on proliferation. Not long after the PSI
was launched, the EU produced a document on ‘Basic Principles
for an EU Strategy Against Proliferation of WMD’, which pro-
posed ‘coercive measures under Chapter VII of the UN Charter
and international law (sanctions, selective or global, interdictions
of shipments and, as appropriate, the use of force)’ to prevent pro-
liferation.>> This was repeated in a transatlantic context when the
EUissued a joint statement with the United States that pledged to
‘strengthen identification, control and interdiction of illegal ship-
ments’.>6

Such a strategy represents one method by which the EU can
take directaction against supplylines of missile technology. Itisin
accordance with MTCR commitments and thus representsa more
robust enforcement of existing law rather than a radical departure
from the norm. It may also be able to use its economic and politi-
cal weight to create incentives and sanctions against missile devel-
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opment. The EU is, for instance, Iran’s main trading partner for
imports and exports, and is also a partner in the Korean peninsula
Energy Development Organisation (KEDO), which substantially
increases its influence with two key sources of proliferation con-
cern.

The EU has worked to exploit its status as Iran’s most impor-
tant trading partner, a position that is in large part a consequence
of the US embargo on trade with Tehran. The value of this trade is
high: in 2001, EU imports from Iran totalled [6.7 billion, with
exports to Iran amounting to [06.6 billion.57 The European case on
Iran has been, firstly, that economic and political engagement can
give important leverage over potentially recalcitrant states, and
secondly that, in EU Commissioner Chris Patten’s words, ‘if you
don’t talk to the reasonable people, you fetch up with fewer rea-
sonable people to talk to’.58

This strategy has produced a (very) slowly moving dialogue,
including four rounds of negotiations on an EU-Iran Trade and
Cooperation Agreement between December 2002 and June 2003.
The aim is that the economic investment that Tehran seeks can be
developed in tandem with progress on the four key issues of con-
cern to the EU: human rights, terrorism, non-proliferation and
the Middle East Peace Process. The 2003 dispute over Iran’s poten-
tial nuclear ambitions maybe avery good indicator of whether this
strategy can pay dividends: on 21 July, the EU foreign ministers
issued a statement calling on Iran to sign the NPT Additional Pro-
tocol (which allows more intrusive international monitoring of
nuclear power stations), and stated that they would review future
EU-Iranian cooperation in light of the IAEA’s report on Iran’s
nuclear programme.>® The United States is likely to play a far more
decisive factor in Iran’s military posture than the EU, but if the
Brussels strategy can be shown to produce results, then it may be
that Tehran can be induced to restrain its missile posture as well.

The other sources of potential missile threats to Europe are
Libya and Syria, although they represent much more distant pos-
sibilities thanIran. Here, the EU has also been working to establish
‘critical engagement’, this time through the Barcelona Process.
Syria is a member, and Libya currently has observer status.

In the case of the DPRK, the EU has held five rounds of politi-
cal dialogue with this country between 1991 and 2003, and
provided over 1393 million in aid. Itis also, as already mentioned,
a partner in KEDO. The opportunities for the sort of policy
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adopted with Iran are considerably more limited, since the
DPRK’s Stalinist system means that foreign investment in the
country is relatively low. The EU’s principal economic link with
Pyongyang, therefore, is through aid and KEDO, and it is through
these avenues thatit maybe able to influence the DPRK’s policy on
missile exports. However, the EU is dwarfed by the United States in
Pyongyang’s strategic calculus, and it is unlikely that the EU will
be able to make serious headway without a rapprochement
between the DPRK and the United States. However, if such rap-
prochement were to emerge, the EU would be in a position to rein-
force and enhance any encouraging developments in missile pro-
liferation with its own package of economic incentives, as it has
done with KEDO.

Norm-building: what needs to be done?

Norm-building regarding missiles is the most difficult but also the
most undeveloped. Norms covering missiles do not exist at the
global level, and barely exist at the local one. The HCoC demon-
strates how difficultitis to develop missile norms thatany state can
sign up to: not a single state with significant missile capability out-
side the MTCR chose to sign (this may be partly due to the HCoC’s
provenance in the MTCR). EU members played a central role in the
drafting of the HCoC and it is quite possible that the initiative
might have stalled completely had it not been for the EU’s efforts in
2002. As Sidhu and Carle note, ‘the crucial challenge for the HCoC
is to score demonstrable progress in the implementation of the
confidence-building measures it prescribes’, and this inevitably
means widening the Code’s membership to include ‘missile-active’
states.®0 The method used in the drafting of the Code may be of
use here. The HCoC was drafted among members by a Track II
process in the MTCR: the Chair synthesised official papers, a
Track II meeting was attended by non-official experts, and the EU
organised negotiations held after the HCoC was released from the
MTCR drafting process.
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Conclusions

Missile threats from a European perspective are mostly indirect,
in the sense that the regional insecurity that s the principle driver
of proliferation creates instability in parts of the world where the
EU has a strong economic and political interest in stability.
Direct threats are theatre level at the moment and thus impact
only on EU members directly involved in regional intervention
outside the European continent. The only factor likely to change
this in the next decade or so would be the extended circulation of
Nodong and particularly Taepo Dong technology. It should be
noted here that the Taepo Dong 1 has only been tested once, in SLV
mode whenits third stage disintegrated in the upperatmosphere,
and the Taepo Dong 2 has never been tested at all. Both missiles
therefore appear to be some way from even emergency deploy-
ment, but this does not mean that their export is unlikely in the
foreseeable future. The Nodong was exported after only one test,
and it appears that it was in fact tested under different names in
otherstates. Itis therefore quite plausible that the Taepo Dong may
follow a similar pattern.

The EU’s biggest influence is economic and political, not military.
Fortunately, the tools that this puts atits disposal can have signif-
icant impact on proliferation. The key drivers of missile prolifera-
tion are the need for hard currency, bilateral hostility and chronic
regional insecurity. The EU can help with the first, by developing
economiclinks,and toamorelimited extent the third through the
political and economic normalisation of relations.

The EU can produce results in an MTCR context, but these are
lesslikely in a bilateral context: Chinese and DPRK export control
agreements are more likely to result from US pressure.

A one-size-fits-all approach is unlikely to be effective in the
medium to long term. Export controls hinder development well,
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but without norm-building there is nothing to stem demand.
This creates incentives for leakage in the export control system.
Defences are worth pursuingasaline of last resort: the possibility
that missiles will be of little practical use even if export controls
are circumvented and norms ignored may be a significant disin-
centive to developing them, and may well produce adecline in the
global market for missile technology.

More robust enforcement of export controls via interdiction
should be pursued by the EU. The PSl is a reinforcement of their
existing commitments, not an extension of them, and the high
levels of import dependency in missile proliferation render the
PSI potentially effective.

» Much of the onus for norm-construction, especially in the con-

text of the HCoC, is likely to fall on the EU for the foreseeable
future. This should be pursued, as the HCoC s currently the only
demand side missile non-proliferation initiative at the global
level.
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Europe and nuclear
proliferation

Bruno Tertrais

What is nuclear proliferation?

Exactly what is nuclear proliferation? For the purposes of this
paper, nuclear proliferation is considered to have occurred when a
state embarks on a programme that is liable to result in the manu-
facture of operational nuclear weapons.! The situation where one
state acquires weapons made by another is also here considered to
be proliferation. Today states are deemed to be ‘proliferant’ if they
have a military nuclear programme but are not parties to the
Treaty on the Non-Proliferation of Nuclear Weapons (NPT), orare
parties to it as non-nuclear states.

From a technical point of view there is no clear distinction
between a ‘nuclear’ and a ‘non-nuclear’ state, since there are several
stages in the proliferation process: the setting up of installations
for producing fissile material; experimental studies with a view to
the manufacture of nuclear weapons; the building of a prototype
device that is not useable militarily; the development of weapons
in the true sense; and so on. A state suspected of having nuclear
weapons is not necessarily capable of posing a specific physical
threat to an adversary: to do that it needs devices that are
weaponised (i.e. can be delivered by an aircraft or missile), reliable
and safe (i.e. can be initiated at a precise moment, at a given loca-
tion and with an appropriate yield). It should be borne in mind
that firing a nuclear weapon is a complex business: the weapon
must not be too heavy, it must be capable of withstanding high
pressure and temperature and it must be programmed to explode
ata predetermined moment. Itis therefore an option open only to
advanced countries.

The modern thermonuclear weapons (H-bombs) held by estab-
lished nuclear powers are extremely sophisticated devices whose
development is beyond the reach of most proliferant countries.
On the other hand, constructing a rudimentary fission weapon
(A-bomb) with a limited yield poses no particular design or
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1. The question of so-called ‘radi-
ological’ weapons is not dealt
with here. Such weapons are tra-
ditional explosive devices which
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clear explosion. These simple
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physical effects since, above a cer-
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2. In the case of technologically
advanced countries, the required
quantities of matter given in the
following two paragraphs can be
reduced considerably.

3. Or, more precisely, ultracen-
trifugation, in the gaseous state.

4. As an indication, it would take
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trifuges working continuously for
a number of years to produce a
similar quantity by centrifuga-
tion.

5. This corresponds to the prod-
uct of a reactor generating 100
MW over several months.

6. In the 1994 Framework Ac-
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ticular the Yongbyon graphite-
gas reactor in exchange for two
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cult. See Victor Gilinsky and
Henry Sokolsky, ‘N. Korean Re-
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The Washington Post, 4 August
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development problems. The simplest option in this case is a ‘gun-
type’ weapon, like the bomb dropped on Hiroshima, a simple, reli-
able weapon that does not require testing (the option chosen by
South Africa). The disadvantage is that this type of weapon
requires a large mass of fissile material. Another option is the
implosion bomb, such as that dropped on Nagasaki, which has
become the basic formula for modern fission weapons. As the
mechanism involves the compression of a sphere of matter, this
type of bomb is more difficult to make and calls for more
advanced engineering; it is generally considered that tests are nec-
essary to ensure that the weapon will have the required yield. This
is compensated by the fact that such weapons have high yields,
and therefore require a smaller quantity of matter (the energy
released can be as much as several hundred kilotons).

The most serious obstacle to the manufacture of rudimentary
weapons is the acquisition of sufficient fissile material. Here, there
are two choices: uranium or plutonium (the latter allowing only
implosion bombs to be made). Most proliferant countries have at
one time or another opted for plutonium. Some are exploring or
have explored both options (Iraq, Pakistan and North Korea, for
example).2
P Weapons-grade uranium is obtained through a process in

which the mineralis enriched by isotope separation, i.e. by sepa-

rating out the various types of uranium contained in the mate-
rial. Through enrichment it is possible to obtain so-called

‘highly enriched’ material ideally containing over 90 per cent of

theisotope U-235. Enrichment can be achieved throughvarious

processes, the best and most usual today being centrifugation.3

For a simple weapon with ayield of around 15 kT, about 60 kg

ofhighly enriched uranium is needed if the weapon is the prox-

imity type but only 15 kg if itis an implosion bomb.4
D Weapons-grade plutonium (ideally containing over 90 per cent
of the isotope Pu-239) is obtained from fuel rods irradiated in

nuclear power stations in a separation process carried outin a

reprocessing plant. To produce the same yield as the weapon

mentioned above, 5-6 kg of plutonium would be required.>

Certain types of reactor (light-water) are considered to be less

‘proliferant’ than others (graphite-gas, heavy-water).6 In pluto-

nium technology uranium enrichment is equally necessary,

since reactors use enriched uranium as fuel;” but in this case
the uranium is only lightly enriched.
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Monitoring of nuclear installations, transfers of sensitive
material and fuel (on entry to and exit from the reactor) is there-
fore potentially a significant barrier to nuclear proliferation. Yet
such checks are difficult to carry out by virtue of equipments’ pos-
sible dual use: nuclear power stations and enrichment plant can be
used for either civilian or military purposes. In the absence of per-
fect international inspection, surveillance of proliferation some-
times has to rely on indicators.8

Procuring nuclear weapons produced abroad is the other way
that a state can in theory become a de facto nuclear power. (The
only recorded case of this type of nuclear proliferation is that of
Ukraine, which until 1994 was physically in possession of
weapons developed by the Soviet Union.) This is in fact a difficult
path to follow: the manufacture of nuclear devices is costly, and
countries that have produced them have until now shown little
inclination to share this ‘wealth’. Moreover, they have generally
established sophisticated procedures to guarantee control of
these weapons and ensure that if one is stolen it cannot be used.?
Lastly, the spread of nuclear technologies is not necessarily in pro-
liferant countries’ interest, as they may lose their regional advan-
tage as a result. Nevertheless, this danger has to be taken into
account: first, because certain countries in need of funds (North
Korea?) could regard the sale of weapons as a lucrative business;
second, because even if the central government is not so inclined,
some of those in charge of the nuclear programme could be
tempted by such transfers for financial or political reasons (Pak-
istan?); lastly, because the physical measures designed to preventa
stolen weapon from being used are not always very sophisticated
(as for instance in the case of certain Russian tactical weapons).

Still, because, as has been seen, the acquisition of weapons-
grade fissile material is the main obstacle to proliferation, it is pos-
sible to say thatacquiring enriched uranium or plutonium abroad
constitutes a greater danger than the acquisition of ready-to-use
weapons, particularly in view of the huge stock of material accu-
mulated up by the Soviet Union during the Cold War, which is not
always kept in conditions of strict security.

In what respects is nuclear proliferation dangerous? This ques-
tion has exercised experts’ minds for several decades. It is reassur-
ing to note that most of the countries that hold or are considering
acquiring nuclear weapons view them as a means of deterrence
rather than something to be used on the battlefield. It is also

8. These caninclude, forinstance,
the size and structure of enrich-
ment plant, the fact thata nuclear
power station is or is not con-
nected to the electric power grid,
the acquisition of certain equip-
ments and technologies abroad,
etc.

9. Ukraine, for instance, appar-

entlydid not possessthe necessary
codes.
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10. The CTBT, which is not yet in
force since China and the United
States have notyetratified it, basi-
cally limits ‘vertical’ proliferation:
itdoes not stop countries from ac-
quiring nuclear weapons but pre-
vents them from developing so-
phisticated weapons, especially
thermonuclear, on their own ini-
tiative.
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generally recognised that possession of nuclear weapons by two
adversaries will tend to prevent major conflict between them
because of the risk of escalation. Nevertheless, there is a consensus
that nuclear proliferation in itself presents many more risks than
benefits: the risk of nuclear accidents in countries where security
and safety standards are low; the possibility that regional stability
will be upset under the umbrella of nuclear weapons; the risk of
unauthorised use following the collapse of a country’s political
and military structures; the risk of nuclear war in an uncontrolled
escalation (in particular in the absence of a stable deterrent equi-
librium between two adversaries); and finally the risks of ‘second-
ary’ proliferation through technology transfer or a domino effect.

This consensus on the dangers posed by nuclear proliferation
is symbolised by the 1968 Treaty on the Non-Proliferation of
Nuclear Weapons (NPT). This accord, which is based on recogni-
tion of the advantages, for both nuclear and non-nuclear coun-
tries, of limiting proliferation, is the cornerstone of the nuclear
non-proliferation regime. It is complemented by the UN’s Inter-
national Atomic Energy Agency (IAEA), which carries out checks
on the activities of nuclear installations.

A resurgence of nuclear proliferation

An accumulation of bad news

Following the signing of the NPT, the momentum of nuclear pro-
liferation seemed to have been contained. At the end of the last cen-
tury it had become one of the most universal of instruments and,
prior to the withdrawal of North Korea, included 188 of the 191
UN member states. Its indefinite extension in 1995 had been seen
as establishing non-proliferation as the norm. At the same time,
the JAEA’s control regime had been enhanced, with the addition of
new protocols introducing in particular strengthened safeguards
(which widened the range of inspections) and new non-prolifera-
tion norms drawn up (in the Comprehensive Test Ban Treaty -
CTBT10).

Developments since summer 2002 have, however, shown just
how fragile the edifice built up over nearly forty yearsis. Fora while
overshadowed by the Iraq crisis, they seem to have ushered in
nothing less than the beginnings of a new wave of nuclear prolif-
eration that could be difficult to stem.
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In October 2002 North Korea admitted that it had been
secretly pursuing its nuclear programme, despite the undertak-
ings it had made in 1994 in exchange for the supply of two electric
power stations, thereby confirming suspicions harboured by the
American intelligence community for several months. Behind its
apparent abandonment of plutonium, Pyongyang had in the
period 1997-98 begun a second nuclear programme based on
enriched uranium. In parallel with the Iraq crisis, which
Pyongyang was following closely, North Korea continued to move
forward along its chosen path, expelling the IAEA’s weapons
inspectors in December, dismantling the video cameras installed
on its sites (and therefore leaving some 8,000 irradiated fuel rods
without surveillance), announcing its withdrawal from the NPT
inJanuary 2003"1 and restarting its Yongbyon S MW reactor at the
end of February thatyear. With the Iraq crisis over, Pyongyang has
continued to blow hot and cold, accepting to hold multilateral
discussions under the aegis of Beijing while at the same time send-
ing increasingly clear signals about its ‘deterrent capability’.

Is the nuclear card that North Korea has laid on the table the
last one held by a hard-pressed regime? Perhaps, but analysts and
political leaders have been betting on the collapse of the last Stal-
inist regime on the planet for more than ten years now. (Moreover,
it was on that assumption that some of its authors drew up the
1994 agreement.) Whatever the exact state of North Korea’s arse-
nal, it is reasonable to assume that we will now have to reckon on
the existence of one extra nuclear power.

The surprise sprung by North Korea had scarcely registered
when the American press revealed what the intelligence services
had known for some time: in exchange for a transfer of ballistic
missiles, North Korea had obtained centrifuges for its uranium
enrichment programme from Pakistan. This news was very
embarrassing for Islamabad and Washington, Pakistan being an
important ally of the United States in the war on terror.

Finally, more revelations emerged on the state of Iran’s nuclear
programme. Iran was developing a programme on a scale that was
scarcely compatible with its energy requirements alone, and was
laying down conditions for subscribing to the IAEA’s ‘strength-
ened guarantees protocol’. The year 2002 saw confirmation from
various sources of the existence of nuclear installations at Arak
(producing heavy water), Ispahan (uranium hexafluoride) and
Natanz (uranium enrichment). Moreover, as is known, a 1,000
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volved Argentine, Egypt and Iraq.
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MW (Busher-1) light-water reactor, built with Russian assistance,
is to be completed in 2005, followed by other similar projects. At
the beginning of 2003, doubtless noting Russia’s decision to
return to Russia the fuel produced in future by the Busher reactor
to avoid any risk of proliferation, Iranian President Muhammad
Khatami announced Iran’s intention to master all phases of the
fuel cycle. Tehran indicated that in that regard Iran had begun to
extract minerals from deposits in Yazd province, discovered in
1996, and intended to start up the Ispahan facility rapidly. The
country has at its disposal everything necessary to produce an
operational nuclear weapon in a few years if it wishes: uranium,
reactors, processing facilities and ballistic missiles (the Shahab
series under development). The IAEA has only been able to visit a
portion of the new installations, and Iran is suspected of having
conducted experiments on enrichment without informing the
Agency (traces of enriched uranium have been found in the instal-
lationsvisited). There were therefore very sound reasons for believ-
ing that Iran was developing a programme that could have mili-
tary applications. That at least is what members of the IAEA
seemed to think who in September 2003 called upon Tehran to
explain itself, whereupon Iran issued a declaration (described by
the country’s leaders as ‘complete and exact’) of its nuclear activi-
ties on 23 October. However, the satisfaction expressed by the
Agency and the Europeans following that declaration left Wash-
ington unconvinced.

A simultaneous increase in both supply and demand

The new dynamic of nuclear proliferation has resulted from a
simultaneous increase in the factors likely to fuel both the ‘supply’
side of proliferation and the ‘demand’ side.

On the supply side, the demise of the state’s absolute authority
in Russia and China is a first factor. Proliferation can now involve
private bodies or autonomous state entities whose behaviour is
unknown to, or not sanctioned by, central government (even if
things seem to be improving in both countries). A second element
is the appearance of nuclear actors ready to help others because of
their shared interests, that is, what one might term a ‘proliferants
club’.12 Pakistan and North Korea today constitute an essential
element of this. For twenty years Pakistan’s nuclear expertise has
been offered to North Korea, Iraq, Iran and apparently other coun-
tries in the Middle East. The worry is that in future North Korea
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will in the nuclear domain become what it is today in the field of
missiles: the main supplier of ‘ready-to-use’ technology. Coopera-
tion between proliferant countries in the nuclear field is nothing
new: one has only to recall the partnerships between, for instance,
France and Israel, Israel and South Africa, or China and Pakistan.
What is new is that this club is today composed of countries that
have strained relations with the West. A third and final factoris the
growing energy requirements in Asian countries and the lack of
fresh water in the countries of the Middle East. These needs are
likely to favour the development of civil nuclear programmes, and
therefore nuclear expertise, in many countries.3

Yetitis on the demand side that developments have been most
significant. Paradoxically, American policy, which is largely
focused on the need to fight the threat of nuclear weapons, unfor-
tunately seems likely to promote their proliferation.

First, one has to bear in mind that those responsible for such
questions in the Bush administration (such as John Bolton at the
State Department and Robert Joseph at the White House) do not
hold the NPT in high regard, and that even before 11 September
were noticeably distancing themselves from undertakings made
regarding the Treaty and its Review Conferences.

Next, it has to be recognised that the United States’s with-
drawal from the ABM Treaty now gives a powerful argument to
those wishing to develop a nuclear programme openly. It is of
course not in itself a proliferating factor, but how in future will it
be possible to respond convincingly to a country citing its
‘supreme national interest’ as justification for withdrawal from
the NPT?

Moreover, as part of the war against terrorism, which has been
declared a priority with good reason, Washington has lifted sanc-
tions imposed on India and Pakistan, avoided any negative action
against Pakistan following the revelations of autumn 2002 and
even considered resuming the sale of fighter aircraft to that coun-
try. Russia and China can bank on the fact that Washington needs
them, and could therefore raise the stakes to satisfy US demands
concerning controls on exports of nuclear technology; also, the
lifting of sanctions is bound to encourage Moscow to intensify its
cooperation with New Delhi on nuclear issues.

More generally, regional actors are viewing with concern Amer-
ica’s increasingly offensive strategy, which is based on modernised
conventional and nuclear capabilities. Following the 1991 Gulf
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13.The possible use of nuclear re-
actors in the desalination of sea-
water is considered promising.
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14.Thisisnot, of course, to lay the
blame forall the world’s ills on the
Bush administration; it should be
remembered that the uranium en-
richment programme was doubt-
less launched around 1998, even
whilethe Korean peninsula Energy
Development Organisation
(KEDO) accords were being im-
plemented.
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war the idea spread, from Libya to India, that one cannot fight the

United States if one does not have nuclear weapons. There is every

chance that, given the policies of Mr Bush’s America, regimes that

rightly or wrongly oppose the superpower will increasingly see
nuclear weapons as the ultimate guarantee of survival.

D North Korea accordingly claims that its nuclear programme is
justified by the policy of Mr Bush, who put an end to all negoti-
ations with Pyongyang from the moment he took office.
Should thatargumentreally be dismissed out of hand? Afterall,
even paranoiacleaders can have enemies: the inclusion of North
Korea in the ‘axis of evil’ in 2002 by President Bush, who avows
thathe ‘loathes’ Kim JongIl, was bound to stiffen North Korea’s
resolve.4 It is too easy to see North Korea’s programme as
nothing more than a means of blackmailing or a bargaining
chip. Pyongyang’s reasoning seems to be something like this:
either the United States and South Korea accept the country’s
existence, in which case its programme will in theory no longer
have a raison d’étre, or those countries do not play the game, and
building up a nuclear arsenal will then be a logical step.

D Iran is also witnessing a redeployment of American military
might in its neighbourhood, and has as a result probably
decided to step up its programme. Iran’s interest in a military
nuclear capability dates back to the time of the Shah, and was
relaunched following the war with Iraq. At present there appear
to be several factors underlyingIran’s programme: Iran consid-
ersitselfto beisolated, surrounded by nuclear countries (India,
Israel, Pakistan and Russia), and above all sees American forces
being deployed all around its territory. Its programme there-
fore seems to follow a defensive logic of deterrence, but it is
probable that playing the nuclear card is also seen as a way of
confirmingits status as aregional power. One cannot state cat-
egorically that Tehran has already decided to acquire the bomb
at all costs. On the other hand Iran’s programme has disturb-
ing similarities with that of France in the mid-1950s: if that is
indeed the case, it is possible that nuclear weapons are being
seriously considered, but the decision to build up an arsenal of
operational nuclear weapons has probably not yet been taken.

D Even Brazil, despite the fact that after the signing of the Treaty
of Tlatelolco (on the prohibition of nuclear weapons in Latin
America) it became one of the champions of disarmament, has
given signs of renewed interest in nuclear weapons. During the
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presidential election campaign, Mr Lula da Silva strongly criti-
cised continued discrimination against non-nuclear countries
inan NPT context. InJanuary 2003 the new minister for science
and technology hinted that Brasilia could not rule out the
acquisition of certain instruments of power, including nuclear
weapons.’d The political stance of the team in power today,
which is in favour of distancing itself from Washington and
fighting American ‘hegemony’, reflects that reasoning. Not
that Brazil is on the point of restarting its nuclear programme,
but this sort of rhetoric is bound to weaken the ‘delegitimisa-
tion’ of nuclear weapons, and seems to be representative of a
way of thinking thatis today currentamong so-called ‘develop-
ing’ countries.
Lastly, the war in Iraq could have a double effect: first, as suggested
earlier, it could strengthen the hand of those in favour of launching
or speeding up nuclear programmes in their country on the
grounds that only nuclear weapons can give protection against
American conventional might; and above all it could encourage a
country on the nuclear threshold to go beyond it and withdraw
from the NPT.Indeed, if one compares America’s attitudes towards
North Korea and towards Iraq, the question ‘would it be better to
cheat or to withdraw?’ now seems likely to receive an unambiguous

reply.

Where is nuclear proliferation heading?

The events described above hold many lessons concerning the
future of nuclear proliferation. First, they suggest that prolifera-
tion is no longer a phenomenon that results essentially from
regional dynamics. The direction it takes will now largely be a con-
sequence of an affirmation of American political and military
power that is perceived as hypertrophied and hyperactive. To use a
fashionable expression, ithasbecomea ‘glocal’ (i.e. both global and
local) phenomenon.

The events of the period 2002-03 confirm, moreover, that in
this field pessimistic analyses are frequently borne out by the facts.
Over a period of several years the director of the CIA in his public
declarations mentioned the strong possibility that North Korea
was pursuing a nuclear programme, reckoning that it probably
had enough plutonium to make one or two bombs. His warnings
were an embarrassment to the Clinton administration and Amer-
ica’s Asian allies (and were viewed with circumspection, even
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15. See Larry Rohter, ‘Brazil
Needs A-Bomb Ability, Aide Says,
Setting Off Furor’, New York
Times, 8 January 2003.
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16. Thetechnicalanalysis ofIraq’s
nuclear capabilities carried out by
the American intelligence com-
munity in 2002 was not funda-
mentally different from those of
America’s allies and the IAEA. It
emphasised certain greyareas, cit-
ing Baghdad’s acquisition of alu-
minium tubes without claiming
that this was irrefutable proof,
and suggested that Iraq would
need several years more to amass
sufficient weapons-grade fissile
material to make a nuclear
weapon. See Central Intelligence
Agency, Irag’s Weapons of Mass De-
struction Programs, October 2002.
Furthermore, afterverification the
CIA did not consider allegations
of uranium imports from Niger to
be serious.

17. Following the accession of
Cuba in 2002, the only members
ofthe UN not parties to the Treaty
were India, Israel and Pakistan.
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incredulity, on this side of the Atlantic). Recent events unfortu-
nately tend to show that he was right. It isnot unreasonable for the
Americans, in their analyses, to put the emphasis on capabilities
rather more than on intentions: whereas it takes at least ten years
to develop a nuclear programme, it takes only ten minutes to
decide on a change in policy. Moreover, analyses by American
intelligence services are sometimes even too optimistic. For exam-
ple, the United States underestimated the progress made in Iraq’s
programme at the end of the 1980s, as well as India’s determina-
tion to carry out a series of nuclear tests at the end of the 1990s.
(The continuing controversy over the presence or not of weapons
of mass destruction in Iraq does not invalidate that view, quite the
contrary: it is striking just how conservative the leading intelli-
gence agencies were in their estimates of the actual threat posed by
Iraq’s nuclear programme.16)

For the international community North Korea is a cause of
more immediate concern. Its programme demonstrates both the
determination of certain proliferant countries and their ability to
conceal what they are doing. Korea’s cooperation with Pakistan is
an example of what was referred to earlier as the ‘proliferants club’.
The situation in the region is still very tense, and the possibility of
a military escalation, deliberate or resulting from a knock-on
effect, cannot be ruled out. The breach opened in the NPT could
encourage other countries to follow suit. And North Korea, which
has shown its willingness to sell to anyone seeking its military
technology, could in a worst-case scenario become a veritable sup-
plier of nuclear services to any interested state or terrorist group.

We are probably at a critical juncture in the history of nuclear
proliferation, something not dissimilar to the situation at the
beginningof the 1960s. Granted, there are fewer countries likely to
have the capability and determination to develop nuclear weapons
than at that time, but their motivations are stronger. One there-
fore has to be prepared for a possible new wave of proliferation.
The tests carried out in 1998 signalled the end rather than the
beginning of a cycle: the two states concerned had begun their
nuclear programmes along time previously (the 1970s), had never
been parties to the NPT and had already begun to experiment with
military uses of nuclear energy. The phase now beginning is set in
a different context - that of an almost universal NPT and an
emerging international norm banning tests.” Proliferant states
will therefore in future be either those with disguised, illegal pro-
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grammes or parties that have withdrawn from the NPT, and those

in the former category could become part of the latter.

The first wave of proliferation can be said to have begun in the
1940s, with the acquisition of a nuclear capability by the so-called
‘P-S’countries (the Soviet Union, the United Kingdom, France and
China, in addition to the United States). The second, including
non-signatories of the Treaty (South Africa, Argentine, Brazil,
South Korea, India, Israel, Sweden and Taiwan) occurred in the
1960s and 1970s. The positive security guarantees given by the
United States, either implicitly (in the case of Sweden and Taiwan)
orexplicitly (South Korea) and regional political developments (in
Latin Americaand southern Africa) limited its effect: the only pro-
grammes to survive were those forming part of what was a com-
plex and highly nuclearised geostrategic framework.

What countries might figure in a third wave of nuclear prolif-
eration? Given the history of proliferation, which gives fifteen or
so examples of more or less advanced programmes, one can con-
clude that a certain number of conditions underlie nuclear
weapons programmes: a serious perceived threat to a country’s
security, the absence of credible security guarantees, the need to
assert national identity and the availability of technological know-
how. Using those criteria, one can draw up a list, in addition to
those mentioned earlier (North Korea and Iran) of potential can-
didate countries.

D Japan, South Korea and Taiwan are showing signs of growing
concern at the problem of North Korea and the development of
China’s nuclear arsenal. For these countries, which already have
a significant civilian nuclear capacity, crossing the nuclear
threshold could be a real possibility if they ever came to doubt
the nuclear protection provided by the United States. Moreover,
if one of the three acquired the bomb the other two would be all
the more tempted to follow suit.

D Libyaand Syria might be tempted to acquire a military nuclear
capability if, isolated, they perceived growing American hostil-
ity towards them.

D Algeria and Egypt might well once more be tempted as in the
pastif the non-proliferation regime were to become weaker.

D If it appeared that the United States was possibly going to
abandon it, Saudi Arabia would not want to see its rival Iran
acquiring nuclear weapons without reacting in one way or
another. The traditionally close links between Riyadh and Pak-
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18.Source: IAEA. Iraq, Iranand Is-
rael are not shown in the table.
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istan could then lead to the particularly unpleasant possibility

that the hitherto fantastical notion of an ‘Islamic bomb’ could

become areality.

D Lastly, if Iran were to become a nuclear power this could also
cause Turkey, if its security links with the United States were to
become looser, to reconsider its strategic options.

Such countries could develop nuclear weapons programmes on
the basis of existing installations (see, as an example, the list of
nuclear research reactors in the Middle East given below) but also
in certain cases buy weapons directly. Moreover, for some of those
thought to have been tempted by nuclear weapons in the past,
acquiring a capability could be made easier by the fact that the sci-
entific and technological expertise gained in the 1970s and 1980s
has not disappeared.

A certain number of critical variables will determine the form
that this new wave of proliferation assumes. Will a second signa-
tory withdraw from the NPT in the foreseeable future, with the
risk that this sets off a veritable unravelling of the regime? Does
Islamabad have the means and the desire to control much more
closely the activities of Pakistan’s nuclear community? What con-
clusions will proliferant countries draw from the war in Iraq? Will
the North Korean nuclear crisis be resolved by negotiation, force,
ornotatall?

Nuclear research reactors in the Middle East8

Country | Name Type Power Foreign In-service Status
contributions date
Algeria | Nur Light-water | 1MW Argentine 1989 Operational
Algeria | Es-Salam | Heavy-water | 15MW | China 1992 Operational
Egypt ETRR-1 Light-water | 2 MW USSR 1961 Operational
Egypt ETRR-2 Light-water | 22 MW Argentina/Russia 1997 Operational
Jordan LPNRR 30 MW Planned
Libya IRT-1 Light-water [ 10 MW USSR 1981 Operational
Morocco | MA-R1 Light-water | 2 MW Under )
construction
Syria SRR-1 Light-water [ 30 MW | China 1996 Operational
Tunisia | TRR-2 Light-water | 2 MW Planned
Turkey | ITU-TRR | Light-water | 0.25MW | United States 1979 Operational
Turkey | TR-1 Light-water | 1MW United States 1962 Out of senvice
Turkey | TR-2 Light-water | 5 MW United States 1981 Out of service
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In what ways is Europe affected by nuclear proliferation?

For Europe, renewed nuclear proliferation does not necessarily

imply an immediate threat. When it comes to capabilities, no

regional actor having a nuclear programme (except Israel) is yet
capable, at least as far as known capabilities are concerned, of pos-
ing a ballistic missile threat to European Union member states.?

When it comes to intentions, no country in the region is known to

want to attack Europe as such. Moreover, states acquiring a

nuclear capability also employ a more or less explicit language of

deterrence: there is seemingly general agreement today that
nuclear weapons are for defence.

Current and foreseeable moves on the nuclear proliferation
front are nevertheless in many respects a source of concern for
Europe. Many European interests are involved, and there is a cer-
tain correlation between the zones in question and the type of
interest at stake.

D In Asia, the risks are essentially to do with what can be termed
global stability, with non-proliferation regimes and norms
being called into question. But a major conflict in Asia over
nuclear issues or involving the use of nuclear weapons could
also have serious indirect (political, economic and financial)
consequences for Europe.

D Itisinthe Middle East that Europe’s more immediate interests
could be affected: economic security (proliferation being likely
to concern zones that are sources of supply of hydrocarbon
fuels), defence agreements between certain members of the
Union and Gulf states, and European involvement in the Mid-
dle East conflict.20

D InNorth Africa, a renewal of nuclear programmes would natu-
rally affect Europe’s efforts, particularly through the
Barcelona process, to develop good relations. In particular,
there would necessarily be a perception among political parties
of a potential threat, given the area’s geographical proximity. If
Egypt, Libya or Algeria were one day to acquire nuclear
weapons, the question would be seriously debated not only in
neighbouring Mediterranean countries (Cyprus, France,
Greece, Italy, Malta, Portugal and Spain) but in the Union as a
whole.

That said, as suggested above this correlation between interests at

stake and the location of threats is very approximate. First, the
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19. Nevertheless, Sicily is within
range of Libya’s Scud missiles, and
possibly part of Greece could be
reached by Iran’s Shahab 3.

20. In this respect the question of
Israel’s nuclear weapons is con-
sidered by certain countriesin the
region to be an obstacle to last-
ing peace.
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21. Korean peninsula Energy De-
velopment Organisation, a con-
sortium set up in 1994 to imple-
ment the North Korean
denuclearisation  agreement,
which the Union helps to finance.
The Union is also one of the main
donors of humanitarian aid to
North Korea.

22.1fNorth Korea continuesto in-
crease the range ofits missiles, Eu-
ropean territory will in theory be
vulnerable to such a threat before
that of America.
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European Union intends to become a fully-fledged global actor,
and is therefore developing political and economic links to all
major regions in the world. It is not impossible that in the next ten
to fifteen years the Union will have to conduct major military oper-
ations at a considerable distance from Europe: what then if its
forces find themselves exposed to a nuclear threat in an area not
covered by the Washington Treaty? Next, the increase in the range
of missiles developed or obtained by several proliferant countries
will bring the territory of the Union within range of a larger num-
ber of them; transfers of technology from distant countries can
affect our immediate interests. Lastly, some European countries
have security arrangements with faraway countries.

North Korea,a country geographically very far from the Union,
is a good example in these respects. Europe is concerned by the
North Korean nuclear crisis for five reasons at least: the impor-
tance of the North Korean case for the non-proliferation regime
(which was moreover one reason for the Union’s involvement in
KEDO?); the danger of the transfer of North Korean nuclear
expertise and technology to countries geographically close to
Europe that have in the past shown an interest in nuclear matters;
the involvement of some member states in maintaining security in
the peninsula, through the Military Armistice Commission
(France, the United Kingdom), the Committee supervising the
Commission (Sweden) and the 1953 declaration that guarantees
South Korea’s security (Belgium, France, Greece, Luxembourg,
the Netherlands and the United Kingdom); the risk, in the event of
a serious crisis in the peninsula, that North Korea could be
tempted to blackmail the United States’s European allies;??
finally, the dramatic effects that another Korean war would have
on the world’s economy, and therefore that of Europe.

The European Union has still other reasons to be more preoc-
cupied by the nuclear threat. Whereas the immediate nuclear
threat to Europe disappeared at the beginning of the 1990s, a con-
sequence of enlargement has been to bring nuclear problems
nearer to Europe. Its enlargement to the north and east gives the
Union a shared border with the country that has the largest
nuclear arsenal in the world. In a situation where Iran (or even
Syria) had nuclear weapons, the integration of Turkey would
establish a new ‘nuclear frontier’ for Europe. Lastly, the emerging
‘strategic disconnect’ between the two sides of the Atlantic raises
the spectre of Europe and the United States following different
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paths in the fight against proliferation, and of America’s protec-
tion of the Old Continent perhaps not being quite so assured (or
atleast perceived as such) in ten or fifteen years’ time.

Forall of these reasons Europe must become a central player in
the debate on nuclear proliferation and non-proliferation.

What options are open to the European Union?

The ministerial meeting in Luxembourg and the Thessaloniki
European Council (both in June 2003) formed an important stage
in Europe’s formal recognition of the dangers of nuclear prolifera-
tion. The Union must now implement the strategy and plan of
action adopted then and go even further.

Courses of action

Awareness of the problem

While opinion polls show that people in the West are aware of the
nuclear risks, proliferation has for long figured way down on the
European Council and Commission’s leaders’ list of concerns,
except on occasions like the NPT Review Conferences, which
resulted in the Union’sJoint Action of 1995 and the Common Posi-
tion of 2000.23 Military nuclear expertise exists in Europe among
the nuclear powers, in EURATOM and to a certain extent in the
form of know-how amassed by European countries that have in
the pastbeen tempted to start nuclear programmes. This expertise
should be incorporated and distributed within the Brussels
machinery to greater advantage. It must be augmented by bigger
contributions from member countries’ intelligence services to
Brussels.24 Participation in groups dealing with proliferation
(CONOP,CODUN) mustbe atahighlevel, and greater account of
the work of these groups should be taken by the Union’s political
bodies. It is equally important, from the point of view of public
opinion, that the importance of the risks of nuclear proliferation
should be stressed in a more formal and regular manner in the
Union’s declarations and communiqués. It would in this respect
be unfortunate if the controversy over the real state of Iraq’s WMD
programme were to create a belief among the European public
that the emphasis on the dangers of proliferation had been an
American plot.
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23. Other notable examples in-
clude Europe’s participation in
KEDO (Joint Action, 1995), trans-
parency on export controls in the
nuclear field (Joint Action, 1997),
and nuclearand ballistic non-pro-
liferation in South Asia (Common
Position, 1998). For an historical
overview and an account of the
Union’s policy in this field, see
Camille Grand, ‘The European
Union and the non-proliferation
of nuclearweapons’, Chaillot Paper
37 (Paris: Institute for Security
Studies of WEU, January 2000).

24. This includes satellite im-
agery, which can, for instance,
provide interesting data from
surveillance of nuclear experi-
mentation sites.
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25. Nor must Europe accept the
logic that chemical weapons in
the region would act as a neces-
sary counterbalance to Israel’s
nuclear potential and make a
country’s membership of the
CWC and BWC dependent upon
another country joining the NPT:
the ‘double standards’ argument
would only apply if membership
of one treaty (whether it is the
CWC, the BWC or the NPT) is re-
quired ofone countryand notan-
other.

26. The idea of a ‘WMD-free
zone’ (a concept that has still not
been put into practice) in theory
makes it possible to avoid the
trap of ‘double standards’. It s,
however, still more unrealistic
than the former, and in addition
the Arab countries know that this
option would not be to their ad-
vantage, as Israel would still be
the leading conventional military
power in the region.
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Realism
While remaining faithful to its principles, Europe must be realistic
and not delude itself as to which options are realistic.

Lecturing India and Pakistan on the urgent need to join the
NPT is probably not the best way to play a useful role in dealing
with nuclear risksin Asia, and could even be counter-productive. It
is conceivable that Europe, as a matter of principle, would make
such arequest, but that should be merely a reminder.

The idea of a nuclear weapons-free zone in the Middle East has
no chance of succeeding in the short and medium term. The prob-
lem of defining such a zone seems impossible at present. Inciden-
tally, itis difficult to admit the argument thatIsrael’s nuclear capa-
bility presents an obstacle to lasting peace in the region put forward
by countries that have not even acknowledged Israel’s right to
exist.25 (It could on the contrary be maintained that, as this poten-
tial constitutes a life insurance policy for that country, it is for the
moment necessary for the continuance of the peace process.2%)

Denuclearisation is not necessarily the corollary of democrati-
sation. Those who have a tendency to associate democratisation
and non-proliferation would do well to bear in mind that of the
eight countries recognised as having nuclear weapons, six or seven
can be considered to be democracies. To wager that an Iran no
longer in the grip of the mullahs would necessarily be a non-
nuclear country would be to run the risk of a big disappointment.
And even if Iraq were to become a stable, peaceful democracy, only
a solid American security guarantee would ensure that this coun-
try, given its geostrategic situation, would give up its nuclear
ambitions once and for all. Democratisation can have an impact
on the way a programme is handled (states based on the rule of law
being less inclined to cheat than the others) but not on the deci-
sion to launch such a programme. In general, domestic and
regional political developments are not the only key to non-prolif-
eration. If the settlement of regional disputes is often necessary for
the reduction of proliferation,itis rarely sufficient. Countries that
have become denuclearised even though they have no security
guarantee have only done so because of a simultaneous transfor-
mation of internal and external political balances and their isola-
tion from major geostrategic developments (countries such as
Argentine, Brazil and South Africa); it should also be recalled that
there has been only one known instance of a country giving up
nuclear weapons thatit had developed on its own (South Africa).
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The slowness of the nuclear disarmament process is not a pri-
mary factor in the present state of developments in nuclear prolif-
eration. Of course, here again American policy can, whether one
likes it or not, tend to encourage proliferation. The timetable for
implementing the Nuclear Posture Review lists measures to be
taken up to 2040 - clearly indicating that the present Administra-
tion intends to keep nuclear weapons for several more decades,
which is somewhat at odds with the way many states interpret
Article VI of the NPT. Yet there is no reason to suppose that accel-
erating nuclear disarmament would have any significant effect on
nuclear proliferation. Nothing so far indicates that the American
decision not to rule out development of new, low-yield nuclear
weapons, as part of a doctrine of deterrence, would amount to
infringement of non-proliferation regimes or would be likely to
encourage countries that have not yet done so to acquire nuclear
weapons.2”

Coordination

Coordination of European policies on non-proliferation is a deter-
mining factor for the coherence and effectiveness of choices made
by the Union.

Like charity, coordination must begin at home. Coordination
among European countries, and between the Union’s various
mechanisms, is still not totally assured when it comes to diplo-
matic initiatives in South Asia, aid to the former Soviet Union, etc.
North Korea and Iran are particularly revealing examples. Recog-
nition of the North Korean regime happened in a totally haphaz-
ard way, and two countries in the Union have preferred not to
establish diplomatic relations with Pyongyang. And the Union’s
discussions with Iran have for too long been conducted via two
different channels, one in the Community (for trade and aid) and
the other within the CFSP (covering proliferation issues), with few
links between the two.

Coordination must also be optimised among countries in the
West, for several reasons: first because European and American
priorities are not basically different; next because, far from being
‘irrational’, proliferant countries demonstrate a remarkable mas-
tery of diplomacy and know to play on any divisions in the West;
and lastly because it is possible in certain cases to have a useful
division of labour with the United States. For example, it was not
inopportune that the Union struck up adialogue with Pyongyang,
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27. That does not exclude the
possibility that such decisions
could have politically undesir-
able effects. Many feel (wrongly)
that the United States sees these
arms being used rather than act-
ing as a deterrent: that percep-
tion could strengthen the feeling
that one has to guard against an
‘American threat’.
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28.The only options not open to
Europe at present are, on the one
hand, what the United States
calls ‘dissuasion’ and consists in
maintaining a considerable mili-
tary potential, for example in the
nuclear field orin anti-missile de-
fence, to discourage countries
from starting up nuclear or ballis-
tic programmes; and on the
other, the threat of destruction of
nuclear potential by force (even
though this is more through lack
of know-how and adequate op-
erational planning than lack of
military means).

29. For instance implementation
of the cooperation agreement
with Ukraine, which only hap-
pened after Kyiv had become a
signatory of the NPT.

30. The EU Strategy against Pro-
liferation of WMD of June 2003
incorporates this idea.

31. The European Council’s dec-
laration at Thessaloniki in June
2003 states simply that ‘develop-
ment assistance . . . should take
account of WMD proliferation
concerns’.

32. The last point must be quali-
fied: as explained below, a conse-
quence of the ban on the sale of
conventional military equip-
ments can be that a state stiffens
its resolve to acquire a nuclear
programme.
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at Sweden’s initiative, at the beginning of 2001 when the Bush
administration had closed its channels of communication with
North Korea. But such steps have to be taken in full coordination
with the United States and bearing in mind that Europe (the
Union and individual member countries) has almost as many
options for fighting proliferation as the United States.?8

A few suggestions on substance

Courses of action for the European Union

D Put conditionality at the heart of EU policy. Conditionality
vis-a-vis non-proliferation undertakings already exists largely
on paper, and has sometimes been applied in practice,?® but it
now deserves to be brought to centre stage.30 The need to
respect international non-proliferation norms is often
included as merely a token reminder in exchanges between the
Union and its partners. It is now desirable for it to be put at the
heart of relationships that the Union is developing with both
exporting countries (Russia, China, Pakistan, North Korea,
etc.) and recipients (Iran, Libya, Pakistan, etc.). It must also be
widened to include new instruments such as the IAEA’s addi-
tional protocols (orindeed the CTBT), and to proliferant activ-
ities that escape international controls (for example exports
from North Korea, which is no longer a signatory of the NPT).
It must become a sine qua non of access to European aid and
markets - a step that the Union has not so far wished to take.3'
It is not a matter of rewarding renunciation of nuclear pro-
grammes (which would amount to blackmail) but of making it
a necessary condition of normalisation of political, economic
and military relations.32

D Become the leading body promoting international legal
norms on non-proliferation. The EU’s recognition of the pri-
macy of international lawis one of its ‘trademarks’. The present
system formed by the NPT and IAEA, despite their imperfec-
tions, is one of the widest in scope and remains the only possi-
ble cornerstone of the international nuclear order. Promoting
international non-proliferation norms is a first way in which
the Union could act. This implies, first, differentiated treat-
ment, in terms of political and trade relations, between coun-
tries that are not signatories to the NPT (like India) and those
who appear to have chosen to violate it (like Iran). Next, when
the behaviour of non-signatories is unacceptable (Pakistan or
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North Korea), the Union should help draw up newlegal norms,
for example within the UN, to prevent nuclear transfers. In
addition, Europe could take advantage of the United States’s
passivity in traditional multinational non-proliferation
forums to make proposals in those bodies. Lastly, Europe must
help to strengthen the IAEA’s technical, financial and human
resources.

Only impose sanctions sparingly and discriminately. It must
be recognised that sanctions are a two-edged weapon, to be
used with great care. In addition to the risk of a dangerous
acceleration of the proliferation process that could result from
the application of too great pressure on a country, the example
of Pakistan shows thataban on the sale of conventional equip-
ment on the pretext that a country has a military nuclear pro-
gramme can, if it considers itself to be facing a serious threat to
its security, push it towards even greater dependence on
nuclear weapons and therefore step up its programme.33 In
light of the present risks, however, the question of sanctions
must be considered in the case of non-signatories to the NPT
who deliberately export nuclear technology.34

Better coordinate and increase EU efforts to fight prolifera-
tion ‘at source’. It is essential to work towards limiting prolif-
eration at source. This means, as a priority, strengthening the
means used to bar access to countries or groups interested in
the huge reservoir of weapons, know-how and technology that
Russia still holds. For too long Europeans have been in the
habit oflooking on military nuclear security as a matter for the
United States alone. Admittedly, aid to countries of the former
Soviet Union is the subject of an EU Joint Action, which was
renewed in 2003, and significant efforts have been made by
individual countries, in particular concerning measures to
make weapons secure, nuclear safety, the protection of nuclear
material and its possible conversion.33 Yet European contribu-
tions are still disparate, badly coordinated and inadequate,
given what is at stake. It would therefore be useful to coordi-
nate all national initiatives better, under the aegis of the Union,
and as from 2006 consider a significant increase in joint aid, in
accordance with the degree of political and strategic impor-
tance that this question has for Europeans.36 Further, the
Union could take advantage of the fact that so-called ‘theatre
weapons’ (which are of concern in particular to countries join-

55

33. The ban by the US Congress
on the sale of American weapons
to Pakistan because of its nuclear
programme seems in the 1990s
to have had the pernicious effect
of making it step up its pro-
gramme.

34. The question of sanctions
also arises in the ballistic field, in
that nothing prevents a country
that is not an MTCR signatory
from exporting long-range mis-
siles to a country bordering on
Europe that is developing a nu-
clear capability, giving it the abil-
ity to strike European territory.
35. On current measures in the
EU, see Burkard Schmitt (ed.),
‘EU cooperative threat reduction
activities in Russia’, Chaillot Paper
61 (Paris: EU Institute for Secu-
rity Studies, June 2003).

36. An increase is in fact envis-
aged in the Union’s Strategy
against Proliferation of WMD of
June 2003.
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ing the EU in May this year) are not covered by binding disar-
mament accords: Russia claims the destruction of theatre
weapons is in arrears because of the priority given to strategic
weapons (which has been financed partially through American
programmes); one might take Russiaatits word and finance an
increase in Russia’s dismantlement facilities. And actions
taken must not be limited to Russia: Europe can play its partin
making secure the material contained in the tens of research
reactors in the world (in all, some 20 tons of HEU in nearly 40
countries). It could also, where appropriate, contribute its own
unique experience of intraregional control gained through
EURATOM. Finally, European policy on North Korea should
also form part of this effort at containment of nuclear prolifer-
ation (in order to prevent Pyongyang transferring material or
weapons to countries in North Africa). In this regard the par-
ticipation of European countries in America’s examination of
new ways to control transfers is useful and necessary. Yet one
must not forget Pakistan, towards which the US attitude is
sometimes ambiguous, its support being so necessary in the
fight against terrorism.

Continue to treatIran as priority number one. There are three
important points about Iran: it is very near Europe; its pro-
gramme is only in its initial stages and there is still time to halt
it before operational nuclear weapons are produced; and the
Union has effective means to use in its dealings with this coun-
try. Moreover, this is a critical test case for the future of nuclear
proliferation. For all of these reasons Iran must remain the
Union’s first priority. It is not a matter of rewarding Iran for
freezing its programme but of letting Tehran know that the
normalisation of diplomatic and trading relations with it will
depend on its total, verifiable relinquishment of any illegal
nuclear activities (which supposes unconditional adherence to
the IAEA additional protocol). Because of the international sit-
uation the Union made a first strong statement on Iran at its
ministerial meeting in Luxembourg in June 2003, which was a
welcome move. The accord reached by the European troika at
the end of October should be seen as a point of departure and
not a task completed. This question must continue to appear at
the top of European countries’ agendas, because it would be
very surprising if Iran had renounced the nuclear option once

and for all.
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D Bepreparedto useforcein certain cases. Member countries of
the Union may be called upon to use armed force when partici-
pating in a coalition with the United States, as some of them
did in 1991, 1998 and 2003 against Iraq. But joint European
action in such a case would also be possible even when there is
no agreement on the legal situation,37 although it is hard to
imagine, in the foreseeable future, a strictly European military
operation with the primary aim of eliminating a nuclear pro-
gramme. Nevertheless, it is possible that during the course of a
crisis management operation European forces could find
themselves exposed to quasi-nuclear threats or blackmail (for
example by a paramilitary group that had obtained a stock of
fissile material38). In such a case, the Europeans might have to
conduct operations to reduce the threat using air forces or spe-
cial forces.

Courses of action for France and the United Kingdom

In order to contribute to Europe’s political credibility in the field of
nuclear non-proliferation and avoid their status presenting an
obstacle to the Union’s common actions, France and the United
Kingdom must continue to behave as exemplary nuclear powers, as
they have done to a large extent since the end of the Cold War
(notably through their unilateral disarmament initiatives and
their support for new measures such as the CTBT and FMCT).
Security, nuclear safety, transparency and continuing observance
of the concept of ‘sufficiency’ or ‘minimal deterrence’ must be the
watchwords.39 Paris and London might also consider, as far as the
law allows (i.e. within a broad interpretation of Article I of the
NPT), giving political and technical assistance to certain new
nuclear states such as India and Pakistan (on condition, of course,
that the latter respect certain ground rules, especially the non-
exportation of technologies) in order to help them to manage
their nuclear arsenals, in cases where the possession of nuclear
weapons is not illegal.

As permanent members of the UN Security Council the two
countries must play as active and imaginative a part as possible in
UN debates on nuclear non-proliferation. Together with their
European partners with seats on the Council they could, in order
for example to justify the isolation of North Korea and make
China face up to its responsibilities, revisit in a more formal man-
ner the UN Security Council Presidential statement of 31 January
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37. The Union’s Strategy against
Proliferation of WMD of June
2003 does not rule out coercive
measures, including the use of
force as a last resort in accor-
dance with the UN Charter.

38. The case of blackmail in the
form ofathreatoranuclearstrike
on EU territory to prevent the
Union intervening militarily is dif-
ferent: the question is not dealt
with here, as it would be consid-
ered ata national level by the two
members of the Union that have
nuclear forces (see below).

39. One mightadd that the others
should be responsible non-nu-
clear states. All present and new
member states should sign up to
the IAEA’s additional protocols as
quickly as possible. And the most
fervent European advocates of
nuclear disarmament (Austria,
Ireland and Sweden) should not,
as they sometimes seem to have
done in the past, allow common
positions to be reached on the ba-
sis of differing interpretations of
the NPT.
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40. Germany played a significant
partin the adoption of that state-
ment.

41. Aban on the geographical trans-
fer abroad of nuclear weapons
(without any transfer of owner-
ship) is one possible option that
could avoid, say, the transfer of
weapons from Pakistan to Saudi
Arabia. Yet one should note that
this would present a problem for
the recognised nuclear powers,
some of whom wish to retain this
possibility during times of crisis.
Moreover, today during peace-
time the United States still keeps
stocks of nuclear weapons in Eu-
rope for employment with Ameri-
canand allied air forces, as part of
NATO’s nuclear burden-sharing
and risk-sharing.

42. Negative security guarantees
(undertaking not to use a given
type of means against a country)
can also be a useful instrument.
Thus, the White House declared
on 15 November 2002 that the
United States had ‘no intention to
invade’ North Korea. Security
guarantees in general have been
recognised by the Union as a use-
ful instrument in the fight against
proliferation.
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1992, which described the proliferation of all WMD as ‘a threat to
peace and security’.40 They could also, together with their other
partnersin the West, help to devise new rules designed to proscribe
the transfer of nuclear weapons, material or equipment by coun-
tries that are not parties to the NPT, and ensure compliance with
those rules, including through the use of force.41

They should devote some thought to positive security guaran-
tees, which are an essential instrument in nuclear non-prolifera-
tion, as experience in Europe and Asia has clearly shown.4? A fresh
look at the guarantees given by Western countries is of current rel-
evance, especially as it will reveal difficult dilemmas. For instance,
is it preferable to protect the Saudi regime, with all that is repre-
hensible about it, or abandon Riyadh and run the risk that it will
be tempted once more to follow the nuclear path?

Lastly, Parisand London also help to counter nuclear threats to
the Union’s security. To meet the challenge of new nuclear states,
deterrence and protection will be the last resort. Since 1991 a con-
sensus has built up among the nuclear powers that nuclear deter-
rence has a role to play in countering NBC threats. In the likely
absence of the money and political will required to deploy an anti-
missile shield covering all of Europe, NATO’s nuclear deterrence
will continue to be useful. But beyond that Britain and France as
nuclear powers will, whether one likes it or not, form the Union’s
last line of defence.

The final recommendation that should be made here is a sim-
ple one that can be summed up in one sentence: the European
Union can help in reversing the emerging trend towards nuclear
proliferation, but it must act now.
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Fighting proliferation

The chemical and biological o
weapons threat

Jean Pascal Zanders

Introduction

Given the number of wars mankind has fought, chemical and bio-
logical weapons (CBW) have been used in only a tiny fraction of
them. Chemical warfare as it is understood today - the military use
of the toxic properties of certain chemical compounds against man
or his environment - began in 1915 as a means to overcome the
stalemate on the Western front. By the end of the First World War
in November 1918, this novel mode of warfare had caused over a
million casualties, including more than 100,000 fatalities. Since
then, chemical weapon (CW) use was confirmed in some colonial
wars. Some other major cases include employment by Italy in
Abyssinia in the 1930s, by Japan in China in the 1930s and early
1940s, by Egyptin Yemen in the 1960s and by Iraq against Iran and
its own Kurdish population in the 1980-88 war. The threat of CW
use during the 1990-91 Gulf War raised fears of unconventional
warfare in the post-Cold War era. In 1994 and 1995 the world wit-
nessed the first lethal terrorist incidents involving the indiscrimi-
nate release of the nerve agent sarin in Matsumoto and Tokyo
respectively.

Biological warfare - the intentional application of disease-
causing micro-organisms or other entities that can replicate
themselves (such asviruses, infectious nucleicacids and prions) or
toxins (poisons produced by living organisms) against humans,
animals or plants for hostile purposes - has been even rarer. There
are some accounts of the deliberate spread of disease (notably
bubonic plague and smallpox) before the First World War, but the
limited understanding of pathogenesis and contagion prevented
more frequent use. (During military campaigns armies have typi-
cally lost more personnel to disease than to combat.) In the First
World War German agents committed acts of sabotage in the
United States by infecting livestock and draft animals destined for
the Allied forces in Europe and the Middle East. A better under-
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standing of disease transmission in the 1920s and 1930s, com-
bined with the dramatic experiences of the Spanish flu epidemic
at the end of the First World War, increased concerns about bio-
logical warfare. Based on essentially faulty intelligence and fears of
vulnerability, several countries, including France, Germany and
Britain, began to look seriously into the suitability of certain
pathogens for weaponisation. Germany’s research and develop-
ment remained splintered throughout the Second World Warand
did not lead to a useful biological weapon (BW). More concerted
efforts in Canada, Britain and the United States led to the three
countries pooling their resources. However, apart from a limited
British capability to retaliate with anthrax against German cattle,
the Allies produced no operational offensive biological weapon.
The only country with a dedicated long-term offensive BW pro-
gramme was Japan. Its research and development of agents and
dissemination devices beganin the early 1930s and lasted until the
end of the war. The programme was also based on human experi-
mentation in occupied China. On several occasions Japanese
troops released biological warfare agents against Chinese villages
and soldiers.

Research, development and production of offensive CBW after
the Second World War was continued in essentially the Soviet
Union and the United States. The new nerve agents - tabun, sarin
and soman, which the Germans had discovered in the late 1930s
while researching pesticides - rekindled their interest in chemical
warfare. Most second-tier powers in Europe, however, gradually
abandoned their offensive CBW programmes as they joined the
North Atlantic Treaty Organisation (NATO) or the Warsaw Treaty
Organisation. They continued work on chemical and biological
(CB) defence, protection and prophylaxis.

During the Iran-Iraq war in the 1980s, Iraq extensively used
CW in violation of then existing international law. The sustained
chemical warfare campaigns, the first confirmed use since Egypt’s
CW attacks in Yemen in the 1960s, led to a heightened concern
about CBW proliferation. In the 1990s the world learnt about the
extent of Iraq’s CBW programmes and the continuation of the
Soviet BW programme in violation of the Biological and Toxin
Weapons Convention (of which the USSR and now Russia is one
of the three repositories). Furthermore, from the late 1970s
onwards there were a growing number of (unconfirmed) allega-
tions of CBW use (Vietnamese use of mycotoxins - the so-called
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Yellow Rain’, and Soviet chemical and biological warfare opera-
tions in Afghanistan, Libyan use of CW in the war against Chad in
1987, use of CW in Angola in the late 1980s, and so on), leading to
further speculation about secret programmes or CBW transfers.

In the twenty-first century the CBW proliferation debate is
increasingly influenced by the emphasis on the dangers posed by
asymmetric warfare: certain states might try to offset the conven-
tional superiority of advanced powers with CBW and exploit the
fact that parties to the CBW disarmament treaties have denied
themselves these weapons.’ Other concerns relate to the future
application of biotechnology to weapons development, the
increasing self-sufficiency of BW programmes, the difficulty of
detecting CBW programmes and the use of denial and deception
techniques for hiding them, and advances in dissemination tech-
nology.?2 CB terrorism has become another major security con-
cern.

This paper first sketches the current assessment of the

CBW proliferation threat. It notes the difficulties for researchers
and analysts to independently verify the allegations as a conse-
quence of the lack of information about the sources and the
methodology used in preparing the proliferation reports. The fol-
lowing section highlights the respective strengths and weaknesses
of the Biological and Toxin Weapons Convention (BTWC) and the
Chemical Weapons Convention (CWC). The third part of the
paper reviews EU policies to counter the threats from pathogens
and toxicants, and then surveys some areas in which the policies
could be expanded. The final section offers some conclusions.

The proliferation of CBW

Most of the public information on CBW proliferation is presented
in annual reports or testimony to the US Congress by US agencies.
According to the proliferation threat assessments by the Central
Intelligence Agency (CIA), the Defense Intelligence Agency, and the
Chemical and Biological Defense Program (CBDP) of the Depart-
ment of Defense, seven countries have an offensive CW capability
or are in the process of seeking such a capability: China, Iran, Iraq,
Libya, North Korea, Syria and Sudan. The same countries, with the
exception of Sudan, are listed as conducting BW-relevant
programmes. China, India and Russia are listed as suppliers of
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technologies that can be used in CBW programmes.3 Some of these
countries are members of the CBW disarmament treaties, and in
2001 and 2002 the US government publicly named some of them
in meetings of the states parties to the BTWC and the CWC (see
below). The CBDP annual report of 2000 noted that the Depart-
ment of Defense did not expect a significant increase in the num-
ber of government-sponsored offensive CBW programmes, but
none theless thought that the proliferation threat would certainly
rise.* The report did not elaborate whether the ‘increased threat’
referred to qualitative developments (e.g., improved agents, pro-
duction methods, or delivery systems) rather than to new coun-
tries acquiring CBW capabilities. In classified testimony to the
Select Intelligence Committees of the US Senate and House of
Representatives in December 2002, the US General Accounting
Office (GAO) was less ambiguous: ‘As of October 2002, intelli-
gence assessments have not changed since 1990 for chemical and
biological warfare threats on the battlefield or by terrorists’.5

The phrasing of the CBDP statement and the GAO testimony
mark a significant shift away from claims in the 1980s and 1990s
that the number of CBW possessors would have risen to 25-30 by
the year 2000. For instance, the list of proliferant states quoted
above is significantly shorter than the one reported by the CIA to
the US Congress in 1999, which estimated that at least 16 states
had active CW programmes and perhaps a dozen were pursuing
offensive BW programmes.6 However, in contrast toa 1993 assess-
ment by the (now defunct) Office of Technology Assessment,
some countries thatare friendly to or allied with the United States
are conspicuously absent from the more recent lists: Egypt, Israel,
Russia, Taiwan and South Korea (which has now officially
declared a CW stockpile under the terms of the Chemical Weapons
Convention).”

Assessing CBW acquisition programmes by states

Since the lists with states of proliferation concern may differ from
year to year or even between agencies, there is a need to have abetter
understanding of proliferation processes and stages in order to be
able to critically analyse the US claims. Furthermore, as most of the
public statements and documents come from US officials (often
anonymously), and agencies do not usually reveal their sources of
information, independent verification of the allegations is close to
impossible. Institutional interests or political motives for releasing
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a particular piece of information (while withholding other infor-
mation from the public) can be presumed, but, as a consequence, a
factual assessment is often only possible long after the assertion
has been made.8

Independent analysis is also hampered by the apparent lack of
a definition of ‘proliferation’ and common criteria by which a
country may be considered to constitute a proliferation threat
(e.g., stages in an armament programme include a relevant scien-
tificand industrial base; research and development activities; pro-
duction; stockpiling of weapons; the development of military doc-
trine; training; and so on). This lack accounts for the discrepancies
between assessments by different governments; and between
those by intelligence agencies of a single country.

Furthermore, there seems to be an implicit assumption that
the start of an armament programme must almost automatically
lead to the deployment and possible use of CBW. Historical analy-
sis, however, demonstrates that reversals of the proliferation
process - i.e., deproliferation - also occurs. In fact, proliferation
and deproliferation occur simultaneously and the mix of coun-
tries seeking CBW may differ at any given point in time.? Asa con-
sequence, the possibility exists that some countries named in the
proliferation lists silently abandoned their CBW programmes a
while ago. Egypt, for instance, was known to have an active CW
programme in the 1960s, as it used such weapons in the Yemen
war. Today, its inclusion in some proliferation lists seems to be
based on this historical fact and a judgement that it retains the
capability to restart chemical agent production at short notice.
Similarly, the United States continues to accuse Iran of holding
CW stockpiles in violation of its commitments under the CWC.10
While Iran officially declared CW production facilities (whose
destruction was certified by international inspectors), it never
admitted to actually possessing CW. During the war with Iraq,
Iran claimed the moral high ground and repeatedly underscored
the un-Islamic nature of poison warfare. Public admission might
imply loss of face for the Iranian leadership, which may therefore
have decided to silently dispose of its CW stockpiles before it
joined the convention.

There is little or no evidence of an international trade in ready-
to-use CBW. Rather, states try to obtain legally or (increasingly)
illegally the technologies - equipment, information, processes,
knowledge and expertise, and so on - necessary to start up and
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support a domestic armament programme. Most of these tech-
nologies have a dual-use potential: they have legitimate purposes,
but can also be diverted for the development of prohibited
weapons. Itis important to note that even without dedicated pro-
liferation strategies, a growing number of societies are acquiring
the scientific and technological base necessary for setting up CBW
programmes as a consequence of the natural diffusion of technol-
ogy resulting from global scientific and industrial development.

As noted earlier, an assessment of the CBW proliferation threat
based on opensourcesis precarious because of the underlying sub-
jective judgment of intent with regard to the application of certain
technologies. The problem is exacerbated by the legality of CBW
defence programmes under the CBW disarmament conventions.
Such programmes may include the development and production
of individual and collective protection, detection equipment,
medical pretreatment and prophylaxis, training of troops to oper-
ate in a contaminated environment, and so on. Each of these activ-
ities may require the production of live agents or simulants, the
study of the behaviour of such agents in different physical and
environmental settings, and research into potential future threat
agents. None of them would differ fundamentally from those nec-
essary for an offensive programme.

Assessing CBW acquisition programmes by non-state actors

Over the past few decades concern has also grown rapidly about the
acquisition of CBW by non-state actors like terrorists or criminals.
Chemical and biological agents have been used in several terrorist
attacks. In September 1984 the Rajneesh religious cult poured a
solution containing Salmonella typhimurium in the salad bars of sev-
eral restaurants in The Dalles, Oregon, causing food poisoning in
751 people. The Japanese extremist cult Aum Shinrikyo carried out
attacks with the nerve agent sarin in Matsumoto and Tokyo in
1994 and 199S. In the wake of the terrorist strikes against the
United States on 11 September 2001, an as yet unidentified person
or group mailed letters contaminated with anthrax spores to lead-
ing members of the US Congress and media. In addition to these
attacks, several terrorist organisations, including al-Qaeda, and
criminal associations are reported to be seeking or trafficking toxic
and pathogenic substances. However, solid evidence of advanced
acquisition programmes is generally lacking, and since the begin-
ning of the twentieth century the number of incidents has
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remained low. As with the economic, scientific and technological
development of states, the mere fact that more people across the
world obtain advanced schooling and training in biology and
chemistry means that the risk of an individual misusing that
knowledge and those skills for malicious intent increases.

The Aum Shinrikyo experience underscored the technical hur-
dles even a well-resourced organisation would face if it wanted to
set up a domestic CBW programme. The sarin attacks in Japan
suggest thata terrorist CW attack may resultin few fatalities while
numerous victims will probably suffer short or low-level exposure
to the chemical agent.’ The attacks with mail-delivered anthrax
spores demonstrated that mass casualties need not result even if
terrorists use one of the potentially most lethal biological
agents.1? In fact, catastrophic scenarios with large numbers of
casualties involving CBW, which feature in many policy debates,
are often made plausible by insistence on a threat posed by state-
sponsored terrorism. There exists considerable doubt as to
whether states might be willing to transfer CBW to terrorist enti-
ties. In particular, governments never fully control transnational
terrorist organisations, which might one day turn against their
erstwhile sponsor. They will also fear that the source of the CB
agents could easily be traced back to them, thus leading to inter-
national condemnation and possible military retaliation. In con-
trast to nuclear weapons, advanced conventional systems or mis-
siles, governments do not publicly announce the possession of
CBW, and state sponsorship of terrorist CB attacks would expose
them as maintaining illicit weapon programmes. Finally, CBW
usually belong to the highest level of technological development
possible for the country seeking such weapons, and governments
are therefore unlikely to allow their perceived military advantage
to slip out of their hands.

However, in addition to causing human casualties, acts of ter-
rorism may aim to sabotage or disrupt the economy. Chemicaland
agricultural terrorism comes easily within reach of single-issue
groups, criminals or loosely structured organisations. A wide
range of industrial chemicals (ranging from highly poisonous
substances to oil) can be released into nature with little prior
preparation (e.g., damaging storage tanks) for purposes of eco-
nomic sabotage or blackmail by threatening environmental
destruction. Biological agents arguably offer the prospect of
larger-scale economic disruption as they can be used to infect live-
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ders et al., op. cit. in note 11,
pp. 549-54.
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13.Forexample, injuly 2000, laid-
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tion.fr/quotidien/se-
maine/20000718/18mara.html;
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stock or destroy crops. Given the time needed for an animal or
plant disease to develop, the attack will invariably stretch over a
prolonged period of time. The demand for containment, remedia-
tion and compensation will draw in both local and national
authorities. The economic damage would not be limited to the
destruction of produce, but also affect other enterprises that
depend on agricultural activities and international trade. Coun-
tries, regions or communities that depend on monoculture for
their livelihood are particularly vulnerable.

The types of organisations that may want to use toxic or path-
ogenic substances vary greatly. Large-scale terrorist operations
involving complex toxic or disease-causing substances also found
in military arsenals appear to be associated with highly integrated,
vertically structured organisations, such as religious cults. The
looser or the smaller the structure of the organisation - e.g., those
of right-wing extremists and supremacists, animal rights activists,
or even disgruntled individuals - the more probable that these ter-
rorists will seek toxic chemicals thatare commonly available or rel-
atively easy to manufacture, or pathogens than are less of a threat
to humans. In some cases a toxicant has been released from stor-
age tanks into a river,'3 a caustic agent thrown at the victim or
food products tampered with using a syringe.’* While these cases
illustrate the constraints technology imposes on what can be
achieved and the linkage of low technology to limited goals, sim-
ple dissemination devices would be enough to cause major eco-
nomic harm or disruption if a terrorist were to resort to a highly
infectious non-zoonotic pathogen such as foot-and-mouth dis-
ease. (To achieve similar results with plant pathogens a more
sophisticated device would be needed, as they are highly depend-
ent on environmental conditions.)

The nature of the threat may also vary in time. For example, the
threat of catastrophic terrorism by millenarians using CBW in
order to recreate Armageddon (such as Aum Shinrikyo) has
receded with the turn of the millennium. However, millenarian-
ism also exists in non-Christian religions, and since they use dif-
ferent calendars, their careful study may be required in order to
determine when that particular threat might resurface.
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Prohibitions against CBW

Limitations on the use of poisonous and infectious substances in
armed conflict have along history and were present in several civil-
isations.’® They began to be codified during the second half of the
nineteenth century, and the first multilateral agreements were
reached during the First Hague Peace Conference in 1899. Today,
the international regime against CBW is principally governed by
the Protocol for the Prohibition of the Use in War of Asphyxiating,
Poisonous or other Gases, and of Bacteriological Methods of War-
fare, signed in Geneva in June 1925, the 1972 Convention on the
Prohibition of the Development, Production and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their
Destruction (Biological and Toxin Weapons Convention, BTWC)
and the 1993 Convention on the Prohibition of the Development,
Production, Stockpiling And Use of Chemical Weapons And on
Their Destruction (Chemical Weapons Convention, CWC).

The Geneva Protocol belongs to the laws of war, which restrict
the use in combat of certain types of weapons or modes of warfare
that are deemed to be inhumane. It was an interim measure pend-
ing the conclusion of a comprehensive disarmament treaty, which
was supposed to deal with questions of CBW production and pos-
session. The worsening security climate in Europe during the first
half of the 1930s contributed to the failure of the disarmament
conference,and as a consequence the Geneva Protocol stood as the
sole legal prohibition against chemical and biological warfare
until the 1970s. Despite the expression of reservations by several
contracting parties, and its occasional flagrant violation with
regard to CW, the agreement set a moral norm that has prevented
the general acceptance of chemical and biological warfare as nor-
mal modes of combat. In the light of the many allegations of
chemical warfare in the Irag-Iran war the UN General Assembly
adopted Resolution A/RES/42/37 of 30 November 1987 empow-
ering the UN Secretary-General ‘to carry out investigations in
response to reports that may be brought to his attention by any
Member State concerning the possible use of chemical and bacte-
riological (biological) or toxin weapons that may constitute a
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15. Before the emergence of a sci-
ence-based understanding of the
propagation of disease in the
nineteenth century, the concept of
poison weapons generally in-
cluded the more recent category
of biological weapons.
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16.UN General Assembly, Resolu-
tion A/RES/42/37 ‘Chemical and
bacteriological (biological)
weapons’, 84th Plenary Meeting,
30 November 1987, Section C,
‘Measures to uphold the authority
of the 1925 Geneva Protocol and
to support the conclusion of a
chemical weapons convention’,
para. 4.

17. Following ratification or ac-
cessiontoatreaty, a stateassumes
all the obligations contained in
the treaty. Signature without rati-
fications implies, according to the
1968 Vienna Convention, that a
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violates the objectives of the
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for example, the declaration and
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violation of the 1925 Geneva Protocol or other relevant rules of
customary international law in order to ascertain the facts of the
matter, and to report promptly the results of any such investiga-
tion to all Member States’.16 The UN Secretary-General can thus
authorise the investigation of such allegations without the formal
backing by the UN Security Council.

The BTWC and the CWC belong to the law of disarmament.
The BTWC was opened for signature on 10 April 1972 and entered
into force on 26 March 1975. As of October 2003, 151 states have
ratified or acceded to the BTWC and another 16 have signed, but
not ratified the convention.'” The CWC was opened for signature
in Paris from 13 to 15 January 1993 and entered into force on 29
April 1997. As of October 2003, 154 states have ratified or acceded
to the CWC and another 25 have signed but not ratified the con-
vention. In contrast to the BTWC, the CWC has created an inter-
national organisation to oversee the implementation of the con-
vention, the Organisation for the Prohibition of Chemical
Weapons (OPCW). Its headquarters is in The Hague.

Disarmament treaties, in the strict sense of the term, order the
complete elimination of a particular weapon category and disal-
low any preparation (development, production, stockpiling, doc-
trine development, training, deployment) for its use in war. In
contrast to arms control agreements, parties to a disarmament
treaty cannot in any circumstances retain a residual capability of
the weapon under consideration, and must therefore ensure those
aspects of their security that were covered by the prohibited
weapon category through alternative means, whether diplomacy,
membership of alliances or the acquisition of non-prohibited
weaponry.

Both conventions are important non-proliferation tools. They
formalise strong norms against the acquisition and use of CBW,
and to different degrees theyallow other states to observe and eval-
uate compliance with the treaty provisions. Parties actively try to
strengthen the treaty regimes in spite of many technical and polit-
ical hurdles. Given their almost universal adherence, the conven-
tions also exert strong pressures on non-states parties, as is evi-
denced by the lack of public admissions to chemical or biological
weapon holdings. As a consequence, governments cannot and will
not boast about CBW as a matter of national prestige in ways they
might do with regard to nuclear weapons or ballistic missiles.
(Neither category is the subject of a comprehensive disarmament
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treaty.) While they already have a great impact on state behaviour,
both the BTWC and the CWC need to be further developed.
Improvements in verification techniques and transparency may
remove ambiguities about compliance. Furthermore, the treaties
must have sufficient flexibility to face the challenges of scientific
and technological development and changes in the international
security environment.

The norms in the BTWC and the CWC also apply to legal and
natural persons. Since states parties must ensure that no prohib-
ited activities take place on their territory, they are required to
promulgate national legislation. In particular, criminal and penal
law based on the conventions can be important tools to prevent
and punish CB terrorism and the involvement of companies and
individuals in the CBW programmes of other states. Strong inter-
nal and external transfer controls will restrict access to relevant
technologies to legitimate people, research institutes and compa-
nies only. Despite its significance for the strength of the treaty
regimes, national implementation remains an undervalued tool
in the efforts to counter the use of disease or toxicants for hostile
purposes. Similarly, professional and scientific organisations can
adopttheinternational prohibitionsin their codes of conductand
ethical norms.

The BTWC and the CWC have their respective strengths and
weaknesses. However, their relevance in preventing the prolifera-
tion of CBW and CB terrorism depends first and foremost on the
perception of their utility in achieving these goals states have, and
the political and financial resources they are willing to invest in
cooperative security and hence in the further development of the
respective regimes.

The BTWC and CWC as deproliferation regimes

Key to the deproliferation regimes are the comprehensive prohibi-
tions on the development, acquisition, possession and use of CBW.
ArticleI of the BTWC specifies that states parties cannotacquire or
retain BW in any circumstances. The Fourth Review Conference of
States Parties, held in 1996, formally expanded the scope of this
article to cover BW use.’8 The core prohibition is reinforced by the
requirement in Article IT to destroy or divert all BW to peaceful
uses and by the non-proliferation provision of Article IIL. In the
CWC, these prohibitions and obligations are grouped in Article L.
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18. The BTWC does not explicitly
prohibit the use of BW in armed
conflict, but refers for this to the
Geneva Protocol. Since the entry
into force of the BTWC, the un-
derstanding that BW cannot be
used in any circumstances has
gained strength as many states
have withdrawn their reservations
to the Geneva Protocol with re-
spect to BW.
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Joining the BTWC or the CWC is thus the clearest statement of
deproliferation or future non-acquisition of CBW a government
can make.

General purpose criterion

Both conventions achieve the comprehensiveness of their respec-
tive prohibitions by means of the so-called ‘general purpose crite-
rion’ (GPC). According to Article I of the BTWC, no biological
agent or toxin, irrespective of its production method, is to be
acquired or retained unless justified for prophylactic, protective or
other peaceful purposes. In the CWC, the GPC is incorporated in
ArticleII,which definesa CW as any toxic chemical orits precursors
intended for purposes other than those not prohibited by the CWC
as well as munitions, devices or equipment specifically designed to
be used with them. Non-prohibited purposes include industrial,
agricultural and medical applications, research and development
of protection and defence against CW, and domestic law enforce-
ment and riot control. Lachrymatory agents or herbicides, for
example, are not banned as long as their production and retention
are consistent with the goals of the CWC. Some chemicals have
essentially no purpose other than use in the manufacture of chem-
ical warfare agents. They are consequently banned entirely except
for small quantities for medical research or the development of
protective equipment. The CWC is thus explicit in what it consid-
ers ‘non-prohibited purposes’, whereas the more positive formula-
tion of ‘other peaceful purposes’ in the BTWC is open-ended and
therefore more difficult to apply objectively. Through interpreta-
tion at review conferences, the international community agrees
that the formulation does not include deterrence or defence with
BW.

The GPC affords two major advantages. First, it enables both
conventions to deal with future discoveries and technological
developments, as new potential warfare agents will be automati-
cally banned if they have no justifiable non-military purpose.
Thus the BTWC covers not only existing but also new or geneti-
cally modified biological agents. Similarly, the CWC is not
restricted to compounds which are explicitly listed in the conven-
tion. Moreover, the research installation or production facility
where the new CW agent has been made can become the object of
inspection under the CWC. Second, the GPC allows the interna-
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tional community to deal with dual-use commodities. Pathogens
and toxins occur naturally and are therefore impossible to ban as
such. Many of the chemicals covered by the convention have wide-
spread civilian application. Because the GPC makes it possible to
distinguish between permitted and prohibited activities, it is not
necessary to determine the intrinsic threat posed by a pathogen or
a chemical compound.

Verification and compliance

Despite their foundation on similar principles to maximise the
comprehensiveness of the core prohibitions, both conventions dif-
fer considerable with respect to their ability to enforce compliance
and verification. The BTWC lacks meaningful verification mecha-
nisms, and while states parties have agreed to transparency-
enhancing measures at the review conferences, these remain politi-
cally binding. Submission of the annual reports on relevant
activities consequently remains poor. The efforts to negotiate a
legally binding protocol to supplement the BTWC failed in August
2001, as an effect of the loss of confidence in multilateral security
regimes by the United States and its unwillingness to render its BW
defence programmes more transparent (in part for fear of revealing
its weaknesses to its rivals). The biotechnology industry was also
extremely reluctant to accept inspections and other verification
instruments for fear of loss of propriety information and commer-
cial secrets. In addition, since it appeared unlikely that the United
States might join the protocol, the biotechnology industry in
Europe and Asia became increasingly unwilling to endorse the new
verification regime, as that would burden their companies with
commercial disadvantages in a highly competitive global market.

The CWC, which enjoyed significantindustrial support during
its negotiation, establishes a comprehensive verification regime to
ensure that noillegal activities take place inside states parties. The
regime affects both the military sector and the civilian chemical
industry. It seeks to balance confidence in compliance with the
protection of national security interests and industrial propri-
etary information. Verification consists essentially of regular
reporting requirements, on-site inspections and, in the case of
well-founded suspicions, challenge inspections.’ The OPCW is
charged with the organisation and execution of the verification
regime.
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19. Article IX of the CWC provides
forseveral mechanismsto address
suspected non-compliance, rang-
ing from bilateral consultations to
an on-site challenge inspection.
The latter tool is politically sensi-
tive because ofits high public pro-
file. It can be requested by any
state partyin case it suspects non-
compliance with the CWC, and
the challenged state party may
neither refuse an inspection nor
improperly restrict the access of
the inspection team.
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20. Statement of John R. Bolton,
Under Secretary of State for Arms
Control and International Secu-
rity, US Department of State, to
the Fifth Review Conference of the
Biological Weapons Convention,
United States Mission, Office of
Public Affairs, Geneva, 19 Novem-
ber 2001. The other three states
named were North Korea, Sudan
and Syria, as well as the al-Qaeda
terrorist network.

21. Statement of Stephen G.
Rademaker, Assistant Secretary of
State for Arms Control, to the First
Review Conference of the Chemi-
cal Weapons Convention, US De-
partment of State, Washington,
DC, 28 April 2003. The United
States also named three non-
states parties: Libya, North Korea
and Syria, and stated that it was
trying to resolve its concerns with
another state party, Sudan,
through bilateral consultations.
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States normally voluntarily join international disarmament
treaties, and as a result they are presumed to comply with their
obligations and to cooperate with each other to give the other par-
ties sufficient guarantees of their compliance. In the case of com-
pliance concerns, the BTWC merely provides for consultations
among parties and recourse to the UN Security Council. However,
the limits of the latter procedure were clearly demonstrated by the
fact that the United States never took its serious suspicions about
Soviet non-compliance (e.g., the 1979 anthrax outbreak near
Sverdlovsk, or the ‘yellow rain’ allegations in South-East Asia) to
the United Nations. The CWC, in contrast, has more developed
procedures that range from bilateral consultations over involve-
ment of the various organs of the OPCW to challenge inspections,
which the challenged state cannot refuse. The option of taking the
compliance issue before the UN General Assembly or the Security
Council also exists.

Over the recent years, the question of compliance enforcement
hasbeen raised in particular by US allegations that some parties to
the BTWC and the CWC are violating their treaty commitments at
meetings of the states parties to these conventions. At the Fifth
Review Conference in November 2001, the US representative pub-
licly accused three parties to the BTWC - Iran, Iraq and Libya - of
maintaining offensive BW programmes.20 All three countries
denied the accusation. The inability of the BTWC to address such
challenges to its validity underscores the need to develop mecha-
nisms to assure and ensure compliance. On the opening day of the
First CWC Review Conference, the United States expressed partic-
ular concern about Iran’s offensive CW programme.2? Iran for-
mally rejected the accusation. The latter case is of particular con-
cern for the future of the CWC, as the United States has so far not
attempted to exhaust the mechanisms available under the con-
vention to address concerns over compliance, so that the interna-
tional community cannot satisfy itself as regards the validity of
the allegation or the degree of Iran’s abidance by its treaty obliga-
tions. If repeated in the future, such unresolved allegations may
well undermine international confidence in the CWC as a security
regime.
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The non-proliferation obligation

Being disarmament treaties, the BTWC and CWC focus on the
total elimination of existing stockpiles and on the prevention of
future armament programmes. In essence, the so-called non-pro-
liferation clauses expressly forbid members to transfer CBW to
other states parties, non-states parties (which include signatory
and non-signatory states) or subnational entities in any circum-
stances. They further disallow any activity that would assist,
encourage or induce anyone to engage in any undertaking that
contravenes either convention. However, these provisions are for-
mulated in accordance with the core disarmament goals, and
despite their comprehensiveness they are underdeveloped. The
BTWC does not elaborate further on Article III. The CWC, in con-
trast, has established an embryonic export control regime for the
transfer of toxic chemicals to states parties and non-states parties
that, together with industry verification, will gain in relevance after
the declared CW stockpiles have been destroyed.

While the overriding criterion of Article VI of the CWC is that
no transaction may contravene the basic purpose of the conven-
tion, the export control mechanism is based on three schedules of
chemicals (which also play a significant role in the verification
regime for the chemical industry). These lists categorise chemical
compounds of particular concern depending on their relative
importance for the production of CW agents or for legitimate
civilian manufacturing processes. Schedule 1 contains com-
pounds that can be used as CW and have few uses for non-prohib-
ited purposes. They can be transferred between any two states par-
ties only for research, medicine, pharmaceutical use or protection,
and only in specified quantities. These chemicals cannot be
retransferred to a third state. Such transactions are subject to
detailed reporting requirements by both states parties. Schedule 2
includes chemicals that are key precursors to CW but which gen-
erally have greater commercial application. Since the third
anniversary of the CWC, states parties have been entitled to trans-
fer Schedule 2 chemicals only among themselves. These transac-
tions, however, are not subject to stringent quantitative condi-
tions or reporting requirements like those for Schedule 1
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22. Following the collapse of the
negotiation of a legally bindingin-
strument to strengthen the BTWC
inthesummerof2001, the 5th Re-
view Conference failed to review
the convention. In December
2001, the meeting was adjourned,
and in the resumed session in No-
vember 2002 the states parties
barely agreed to hold annual
meetings in November preceded
by two-week expert meetings in
August until the 6th Review Con-
ference in 2006. The agreed
themes for consideration are (i)
national measures to implement
the prohibitions in the BTWC, in-
cluding penal legislation, and (ii)
national mechanisms to establish
and maintain the security and
oversight of pathogenic micro-or-
ganisms and toxins (2003); (iii)
enhancing international capabili-
ties to respond to, investigate and
mitigate the effects of alleged use
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veillance, detection, diagnosis
and combating of infectious dis-
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codes of conduct for scientists
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on the Prohibition ofthe Develop-
ment, Production and Stockpiling
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Weapons and on Their Destruc-
tion, document BWC/CONF.V/
17, November 2002, pp. 3-4;
available at http://disarma-
ment.un.org/wmd/bwc/pdf/bw-
cenfvl7.pdf.

23. BioWeapons Prevention Pro-
ject, “The new process: First im-
pressions and the way ahead’,
Seminar Report no. 1, 25 Sep-
tember 2003; available at
www.bwpp.org.
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chemicals. Schedule 3 chemicals can be used to produce CW but
are also used in large quantities for non-prohibited purposes.
Their transfer is only discussed in relation to non-states parties:
there are no quantitative limits. However, the exporting state
party must ensure that they will not be used for purposes prohib-
ited by the convention, and an end-use certificate is required
which meets the minimum stipulations imposed by the conven-
tion. End use is the object of routine reporting by a state party or,
if the need arises, of verification inspection.

Article VI of the CWC opens with an explicit reference to the
GPC. In this way the CWC overcomes the past inability to distin-
guish unambiguously between the trade in chemicals used as war-
fare agents and those that have peaceful industrial purposes. It
also imposes on states parties the responsibility to ensure that no
transfer of a toxic compound - including ones involving unsched-
uled chemicals - will contribute to a violation of the core prohibi-
tions of the CWC.

National implementation requirements

Disarmament treaties govern the behaviour of states in their inter-
actions with other states. In order to make the treaty obligations
applicable and enforceable with regard tolegal and natural persons
operating inside the borders of a country, a state party must adopt
national implementation legislation. Article IV of the BTWC
obliges parties to take ‘any measures’ - a formulation widely inter-
preted as meaning national implementation legislation - necessary
to enforce the obligations in Article I within their borders. Compli-
ance with this article remains poor, despite the reminder of a
requirement agreed in 1994 to submit annual declarations on a
range of national implementation measures (including legisla-
tion). In August 2003 experts of the states parties met in Geneva to
review existing national implementation and to consider improve-
ments and additional measures for consideration by the 6th
Review Conference of the BTWC in 2006.22 Several governments
recognised that as a result of the meeting they had acquired a bet-
ter understanding of their responsibilities with regard to national
implementation of the BTWC.23

Article VII of the CWC requires state parties to adopt national
implementation legislation, which includes not only the applica-
tion of the treaty obligations to the activities of natural and legal
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persons, but also the enactment of penal legislation to cover any
prohibited activity undertaken anywhere by a national of the state
party concerned. (In other words, the penal legislation must have
an extraterritorial dimension.) States parties must inform the
OPCW of their implementing legislation and other administra-
tive measures taken. Despite the compulsory character of Article
VII, compliance remains poor as the article only provides a general
framework. Asa consequence of thelack of precise directives, there
is little harmonisation of the laws and regulations of individual
states parties. The Technical Secretariat of the OPCW offers
national implementation assistance (training courses, model leg-
islation, etc.) and tries to formulate guidelines for harmonised
regulations and laws. While the existence of an international
organisation means that the success rate is far greater than that of
the BTWC, many parties to the CWC still lack adequate national
implementation measures or have none atall.

Technology transfers

Although the non-proliferation obligation forms a core part of the
disarmament regimes, the BTWC and the CWC also guarantee
states parties the right of access to treaty-relevant technologies.
Article X of the BTWC and Article XI of the CWC give the parties
the right to participate in the fullest possible exchange of equip-
ment, materials, and scientific and technological information of
relevance to the convention for non-prohibited purposes. They
also encourage the parties to facilitate such exchanges. The articles
also order parties to implement the respective conventions in such
a way that the economic or technological development of other
states parties is not hampered. These provisions (which can also be
found in the 1968 Nuclear Non-Proliferation Treaty as part of the
trade-off to forgo the acquisition of nuclear weapons) are an
important tool that can be used to achieve universal adherence, as
they help to offset the financial cost of participating in and imple-
menting the conventions. However, implementation of the articles
hasbecome more contentious as chemistryand biotechnology play
an increasingly dominant role in economic and societal develop-
ment, but may also make it easier for a state to acquire an offensive
CBW capability.

The countries that were directly involved in the Cold War con-
frontation in particular stress the security dimension of the
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24.The Australia Group created
in 1985 is an informal arrange-
ment whose objective is to limit
the transfer of chemical precur-
sors, equipment used in the pro-
duction of CBW and biological
warfare agents. The participating
states have agreed to apply deci-
sions taken collectively at the an-
nual meetings through their na-
tional export control systems. The
original objective of the Australia
Group was to prevent CW prolif-
eration while the negotiations to
complete the CWC were being un-
dertaken. Subsequently, it has
also acted to prevent BW prolifer-
ation during the process of devel-
oping improved measures to en-
sure compliance with the BTWC.
Information on the Australia
Group and its export control lists
isavailable from http://www.aus-
traliagroup.net.
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BTWC and CWC (destruction of weapons, non-proliferation),
whereas the states on the periphery of the former East-West
rivalry emphasise their right to development. The export controls
to prevent CBW proliferation, which a number of industrialised
states coordinate through an informal arrangement known as the
Australia Group, are viewed by some developing countries as dis-
criminatory and a violation of the obligation not to hamper their
economic or technological development.24 Over the past decade
the controversy has had a polarising effect, which in turn has com-
plicated the implementation of the CWC and the negotiation of
the protocol to strengthen the BTWC.

Dealing with CBW proliferation: some options for the EU

The events of 11 September 2001 increased the sense of vulnerabil-
ity to indiscriminate mass-casualty terrorism across the world.
This sense of vulnerability was further augmented by a series of let-
ters with anthrax spores sent to representatives of the US media
and politicians. Despite the difference in scale, both events demon-
strated the potential of such attacks for widespread social and eco-
nomic disruption. Earlier preoccupation with terrorism involving
CBW focused on the potential to cause large numbers of casualties.
The probability of such events occurring remains low, because of
the technological challenges involved in the development, manu-
facture and dissemination of CB agents and the demands these
challenges place on the organisational structure of the terrorist
entity. However,as noted earlier,beyond causing human casualties,
acts of terrorism can be directed at generating economic sabotage
or disruption.

Since it is impossible to pre-identify the targets, CB terrorism
strikes at society as a whole. The perpetrators may be domestic or
foreign, and they can select from a wide range of agents and means
of delivery, many of which are easily obtainable in industrialised
and scientifically advanced societies. Given the uncertainties and
the wide range of plausible scenarios, it may be opportune to iden-
tify generic and cost-effective countermeasures, which can also
contribute to a society’s overall health and safety standards.
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The EU response to the CBW threat after September 2001

The EU’s attention to the possible threat of CB terrorism was raised
following the events in September 2001. The discovery during a
police raid of ricin traces in a London flat in January 2003 served as
a reminder of the potential terrorist threat to European societies.
Based on its competence in the fields of health and health security,
the EU launched several initiatives to prevent and counter threats
and mitigate the effects of CB attacks.?> Meeting in extraordinary
session in Brussels on 21 September 2001, the European Council
agreed on an action plan to coordinate EU policies against terror-
ism. At its emergency meeting in Ghent, Belgium on 19 October
2001, the European Council investigated the need for further
action regarding threats posed by chemical, biological and radio-
logical weapons,26 and requested the Commission of the Euro-
pean Communities to set up a programme to enhance coopera-
tion among EU members with regard to risks, alerts and
intervention; the storage of means of intervention; and research.2”
Furthermore, the Health Security Committee (HSC) was estab-
lished on 26 October 2001. It brings together high-level represen-
tatives of the health ministries and acts as a cooperative organ to
counter terrorist and criminal acts involving pathogens and toxi-
cants. At the meeting of the health ministers of 15 November
2001, the Commission was instructed to develop an action pro-
gramme of cooperation on preparedness and response to CB
threats. The priorities focused on the creation of mechanisms to
facilitate consultation among EU members; the setting up of
inventories of European laboratories and available serums, vac-
cines and antibiotics; the establishment of a European network of
experts on the evaluation, management and communication of
risks; and the promotion of the development of vaccines, medi-
cines and treatments.28 Other measures relate to cooperation
among the civil emergency services of EU member countries.

The HSC set up a health security programme code-named ‘Bio-
logical and Chemical Attacks and Threats’ (BICHAT) on
17 December 2001 in response to the conclusions of the Novem-
ber meeting of the health ministers. The programme, which has
been implemented since May 2002, comprises 25 actions under
four objectives:

1. the establishment of a mechanism for information exchange,
consultation and coordination for handling health matters
related to attacks;
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25. It should be noted that
whereas ‘traditional’ terrorismisa
competence of member states,
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volving CB agents as a conse-
quence of its health implications.
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2. the creation of an EU-wide capability to detect and identify CB
attacks and rapid assessment and diagnosis of relevant cases;
3. the creation of stocks of medicines, the establishment of a
stand-by facility for medicine production, and the setting up of
a database of health services and health care specialists; and
4. thedrawing-up and dissemination of guidance in the case of CB
attacks, and the coordination of the EU response with other
countries and international organisations.2?
One of the more concrete realisations of the programme has been
the functioning of arapid alert system, code-named RAS-BICHAT,
since June 2002. The system, which is permanently operational,
notifies the HSC members of incidents involving the threatened or
actual release of CB agents. It links up with the EU early warning
and response system for the prevention and control of communi-
cable diseases (set up in September 1998)30 and the civil protection
mechanism (set up in October 2001).37 According to a Communi-
cation published in June 2003, RAS-BICHAT has been used on
five occasions and tested five times, and it is being further devel-
oped and adjusted in the light of experience.32
All EU members are participants of the Australia Group, and
the control lists of dual-use equipment and technologies have
been incorporated into EU law. The EU fears that the controls may
have an adverse impact on the ability to quickly ship agents, sam-
ples, reagents and specimens in the event of an emergency. To this
end EU members are consulting with each other in order to agree
a common position on appropriate criteria for, among other
things, exemptions from export control rules of transfers made by
public health institutes, laboratories, agencies and centres.33 The
press release following the Australia Group meeting in June 2003
does notindicate whether the EU concern was discussed.34
The EU continues to refine its strategic objectives and develop
its programmes in order to meet the counter-terrorism and biose-
curity goals.3%

Political and juridical means

Legal and political instruments developed and implemented
before an act of CB terrorism takes place make up an important
group of generic, cost-effective measures. All EU members are par-
ties to the BTWC and the CWC, and all candidate states are simi-
larly required to be party to both conventions before they can join
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the EU. Moreover,all EU members coordinate their export controls
with regard to items that could be used to develop or produce CBW
within the framework of the Australia Group. The European Com-
mission participates as an observer in the group’s meetings.

The fact thatall EU states are also member of both conventions
in particular signifies that all legal instruments adopted by the
Community as a whole or by individual states can and must be
rooted in the global norms adopted to curb CBW. In particular,
anti-terrorism and non-proliferation provisions in national crim-
inal law ought to be based on the general purpose criterion of the
BTWC and CWC. The incorporation of the GPC in national legis-
lation (whether as part of laws to make the prohibitions in the
international conventions applicable to natural and legal persons
on the territory or under the jurisdiction of a state party or as part
of criminal law) enables law enforcement authorities to appre-
hend terrorists or criminals before they have committed their act,
on the grounds that their possession of agents or equipment can-
not be justified under the terms of the BTWC and the CWC. Simi-
larly, the GPC can be invoked to stop any attempt to assist the
acquisition of CBW by states or individuals before the transaction
takes place. In contrast to export control rules (which deal with
transfers outside the EU), regulations based on the GPC also apply
to transfers within the EU area, or between economic units inside
asingle country.

Ideally states coordinate their legislation with each other, espe-
cially in the framework of political, economic or security regional
arrangements (the EU, but also NATO), so that terrorists cannot
exploit the legal loopholes of one country to prepare their attacks
against targets in another country. Furthermore, through inter-
national cooperation under the BTWC and the CWC the EU can
set up or support programmes to assist parties to the conventions
on Europe’s periphery in drafting adequate national legislation if
they so request.

EU countries participate actively in the implementation of the
CWC. Ateach of the Conferences of the States Parties (which is the
highest decision-making body of the OPCW) and at the First
Review Conference (April-May 2003), the Presidency has deliv-
ered a common statement on behalf of all EU members and asso-
ciated states. Efforts to strengthen the BTWC are now stalled. The
EU members, which during the negotiation increasingly worked
together on common positions, have always expressed a strong
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interest in adding verification and compliance provisions to the
convention. They may therefore take initiatives to relaunch multi-
lateral negotiations based on new concepts and approaches to
increase the effectiveness of the BTWC. This is not unimportant,
as the global norm embedded in the BTWC forms the common
standard for all national initiatives to prevent the use of disease as
aweapon.

Generic measures to counter the CBW threat

The chances that EU member states might be attacked by another
state with CBW are remote. The greatest risk potential exists for
European peacekeeping forces operating in different parts of the
world, and some specific measures are discussed in the next sec-
tion. Independent European threat analysis (see also below) and
policy development should include relevant weighting factors, as
the states near the Mediterranean are arguably more exposed to
proliferation threats than the West European or Nordic countries.
Mechanisms for EU-wide solidarity between less and more threat-
ened members, which may include specific offers for emergency
assistance and help to improve preparedness, could be studied.

In the light of the chemical and biological attacks by Aum
Shinrikyo in the mid-1990s, the indiscriminate terrorist strikes
executed by al-Qaeda operatives in the United States, Africa and
Asia, and mail-delivered anthrax spores, the possibility of similar
events occurring inside the European Union can no longer be dis-
counted. The evidence found in January 2003 suggesting the
manufacture of ricininaLondon flatand the need to deal with the
many anthrax letter hoaxes in Europe underscore the need for EU
members to take the threat seriously. However, when faced with
the threat posed by CB terrorism, the range of possibilities is
bewilderingly wide. It becomes immediately evident that no gov-
ernment can prepare to deal with all contingencies. The measures
to be taken in order to prevent acts of terrorism, protect the popu-
lation and infrastructure and deal with the consequences of a ter-
rorist incident must be designed and executed in such a way that
they cause the least disruption to economic and social activities
and do not diminish the fundamental organising principles of a
society. While it is necessary for policy-makers to sufficiently
prioritise the threats posed by CB terrorism, it is equally impor-
tant not to excessively dramatise the threat and especially the
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consequences of hypothetical events. A range of generic measures
that bolster the existing health and emergency infrastructure and
procedures may go a long way towards dealing with such threats.
Rather than disrupting the respective societies, they may actually
be beneficial.

Among such measures are investments in the health infra-
structure so that there is a good regional distribution of emer-
gency wards and a spare capacity of beds. Furthermore, it may be
sound policy to fund the establishment of an adequate number of
specialised laboratories in geographically distributed hospitals
for rapid identification of toxicants and rare pathogens in order to
be able to rapidly give first responders and other emergency pet-
sonnel information about the nature of the contamination or
infection. Annual refresher and training courses for doctors and
other medical staff can be used to familiarise them with unusual
diseases in order to improve their ability to make rapid and accu-
rate diagnoses.

Other important investments are in areas of compatible com-
munications technologies for the different emergency services
and adequate field detection and diagnostic equipment for the
civil emergency units, and the creation of adequate supplies of
medication and equipment. Regular, realistic exercises must be
conducted in order to test and improve procedures and equip-
ment.

Specific measures to counter the CBW threat

With regard to possible deployment of EU peacekeeping troops
abroad, it would be necessary to equip and train military units to
operate in CBW contaminated environments. In particular, inte-
grated forces would require common standards and procedures.
Their development could be coordinated with those for NATO
troops.

Other specific requirements include the stockpiling of anti-
dotes and pretreatments against chemical warfare agents, and of
vaccines and medication against biological warfare agents for
both military and civilian use.

Before there is a serious incident - especially one involving a
highly contagious pathogen - government authorities should
identify the priority services and personnel who should have
access to pretreatments and medication. These groups of people
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extend beyond the obvious categories of first responders, medical
staff, and police forces. In the just-in-time economies of advanced
industrialised states, personnel responsible for energy supply,
food distribution, and so on, are equally vital to prevent the col-
lapse of a functioning society. Such an assessment should be based
on a careful analysis of the functioning of critical infrastructure
and integration of services in EU member states.

For the civilian authorities it is equally important to realise
that the military standards for chemical and biological decontam-
ination differ fundamentally from those required in a civilian set-
ting. Military standards for decontamination are governed by
operational necessity on the battlefield, and in certain circum-
stances military commanders have to accept chemical or biologi-
cal casualties. There is no such tolerance for casualties in civil soci-
ety. However, if the civilian standards are set at unnecessarily low
levels or, worse, no commonly accepted levels have been adopted,
then the normalisation of activities will be considerably delayed
and cause more social disruption and economic losses than the
actual terrorist attack.36

Independent assessment capabilities

As was noted in the proliferation section, the assessment of the
CBW threat may differ considerably depending on the geopolitical
role a state sees for itself, its geographical location and the analyti-
cal parameters its agencies use. Most of the public assessments
come from the United States, and they serve both the domesticand
foreign policy goals of US administrations.

European threat assessments may differ considerably from the
US ones.37 Itis too simplistic to suggest that current threat assess-
ments by European governments are guided solely by the accept-
ance or rejection of US appraisals. However, EU member states
generally favour less confrontational solutions than the United
States, such as diplomatic engagement, and they are far less likely
to find themselves involved in military operations in regions of
proliferation concern. In order to be able to support its policy
strategies, it is imperative that the EU develops its independent
intelligence capabilities and interprets the data in accordance
with European security needs. Moreover, it needs to adopt com-
mon standards and criteria for interpreting risk and threat dataso
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thattheanalysesare acceptable to all member statesirrespective of
their geographical location within the EU.

A need thus exists for a central agency for policy advice and
communication of security risks in order to avoid conflicting and
confusing statements from individual governments or other
sources. Furthermore, the European public and elected represen-
tatives will only support European security policies if they see and
understand that these security policies are based on independent
assessments of the threat. To this end it is imperative that an
unclassified report of the EU’s intelligence assessments be pub-
lished and publicly discussed, for example, as part of an annual
briefing to the European Parliament.

There is a second dimension to the development of independ-
ent assessment capabilities, namely disease surveillance and the
rapid determination of whether an outbreak is natural or deliber-
ate. As described in the section on EU policy development after
September 2001, this is arguably the area in which the EU has
madeits greatestadvances so far. It falls neatly within one of its key
areas of competence, namely public health, and the EU can draw
on an existing disease surveillance infrastructure and procedures.
However, it should be noted that the current EU efforts are essen-
tially focused on human health security, and that the whole area of
animal health security is not yet considered in the context of BW
terrorism. Many animal and plant pathogens pose no direct
threats to humans, and therefore their manipulation by even indi-
vidual terrorists can cause enormous agricultural and economic
damage (as is evidenced by outbreaks of foot and mouth disease,
swine fever, etc.). Furthermore, if transboundary zoonotic dis-
eases were to be considered, it would be quite possible to target
humans indirectly through the food chain. As a forthcoming
study concludes, the current armoury of measures to counter BW
proliferation and terrorism may be insufficient to deal with the
threat posed by transboundary zoonotic diseases. In particular,
transnational criminal syndicates could pose a serious threat to
the public health of EU members, with indirect but possibly
intense consequences for the economy. In particular, the weak dis-
ease surveillance infrastructure and procedures in the EU candi-
date states - a transitory period after their joining the EU to come
up to EU standards is envisaged - is seen as an Achilles heel of cur-
rent EU biosecurity policies.38
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Training and simulation

Training of emergency responders and troops has already been
referred to in the sections dealing with generic and specific meas-
ures to deal with the CBW threat. Simulation exercises and training
of crisis response and management are also required at all levels of
decision-making and across the multiple agencies that would be
involved in a large-scale emergency. They must include local,
regional and national politicians, the people responsible for man-
aging and overseeing emergency responses, and the press.

Tabletop exercises for the highest levels of decision-makers
focus on overall coordination and communication strategies with
the different services and commanders on the scene of incidents.
While one-day exercises suffice to test certain components of
emergency procedures, there is a need to plan occasional simula-
tions that may last several days to examine the overall integration
of these components. Tabletop exercises are complemented by
realistic, multiple-day field simulation exercises on the ground. It
is imperative that the simulations are carried through to their
planned end, even if situations emerge that are unpalatable to
democracies (e.g., quarantine measures for humans for highly
contagious diseases, and (in real situations) their enforcement by
means of lethal force if necessary).

EU members are already conducting such simulations with
regard to incidents at nuclear or industrial facilities or major acci-
dents, and exercises in dealing with biological and chemical ter-
rorism can build on this experience. However, industrial disasters
like the ones in Seweso (1976) or Bhopal (1984), or the recent out-
break of Severe Acute Respiratory Syndrome (SARS), suggest the
need to develop and test the emergency procedures at all levels.
Many lessons in this respect can also be learned from the terrorist
strikes against the Twin Towers in New York and the Pentagon in
Washington, DC on 11 September 2001.

In Europe, with its many small countries, a need exists to run
cross-border training exercises whereby the organisation of
emergency response procedures among EU members is tested
and improved (e.g., by discovering and resolving legal and
bureaucratic obstacles preventing emergency and law enforce-
ment or specialised military units from operating on the terri-
tory of another EU member). Similarly, the EU-wide technical
assistance programmes mentioned above must be tested in
practice.
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The important point to bear in mind is that the preparation
and fine-tuning of procedures takes many years, and these activi-
ties should be undertaken sooner than later.

Crisis communication strategies

Crisis communication strategies are designed to enable the public
to be informed in a responsible way. They form an integral part of
the preparations described in the previous section. Among the
measures to be considered are the identification of authoritative
sources of information for the public at the national and EU levels
and the establishment of procedures to maintain communication
even under the gravest of circumstances. Both the national and EU
authorities should conclude agreements with different sectors of
the press in order to prevent as far as possible wrong or sensation-
alist reporting that might contribute to panic.

In addition, political authorities and key personnel should
receive training in crisis communication. The communication
strategies at high-risk industrial facilities and industrial evacua-
tion procedures probably offer a good starting point.

Emergency preparedness of civilians

Most people living in the European Union are not accustomed to
living with a permanent existential threat. With the spectre of CB
terrorism, the question regarding adequate mental preparedness
to deal with catastrophic events arises. The relevance of this ques-
tion derives from the necessity to prepare European societies to
meet the terrorist threat without impinging on democratic free-
doms and the mobility of people and goods.

The development of an appropriate policy could start from an
analysis of existing procedures in high-risk areas. For example,
people in earthquake-prone regions do not live in constant fear.
Part of the explanation is mental adaptation to the risk, a process
that is assisted by regular earthquake drills in, for example, Cali-
forniaandJapan. Similarly, communication with the facility man-
agement and familiarisation with emergency procedures help to
alleviate the fears of people living near chemical or nuclear plants.
While such measures in themselves may be insufficient to prevent
casualties (even in large numbers) they will give a sense of comfort
and manageability of the threat.
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Part of this preparation consists of the communication of real-
istic threat assessments and the holding of public debates on the
threat and proposed measures to counter it. This public outreach
may also be one of the responsibilities of the central EU agency
referred to earlier.

Conclusions

Over the past decade there has been a perception of an increased
CBW threat. The threat of terrorists resorting to biological and
chemical agents in particular confronts policy-makers with many
imponderables. Theidentity and motives of the terrorists can differ
widely; the perpetrators have a broad range of targets (humans,
animals, the food chain, the environment and so on) and instru-
ments (in terms of human, animal and plant pathogens, and toxic
substances) to cause casualties or economic and societal disrup-
tion. Such attacks have been extremely rare in the past, so history
offers little guidance as to what the future may hold.

The debates on policy responses to CB terrorism have mostly
revolved around consequence managementand pre-emption. The
undifferentiated application of the label ‘weapon of mass destruc-
tion’ to any type of chemical or biological agent and the concept’s
implicit focus on the consequences of the use of such agents con-
jure up images of mass casualties. The enormity of having to con-
front such an inevitable catastrophic event - it is not a question of
if, but of when - and to prepare for its aftermath feeds misguided
assumptions about the state sponsorship of terrorists contem-
plating such attacks and the necessity to mobilise massive
national resources to address the threatand its consequences as if
the countryisin a state of war. In contrast to these dark visions, all
known terrorist attacks with CB agents have produced relatively
few casualties and even fewer fatalities.

It is possible for governments and public authorities to take
wide-ranging preventive measures against CB terrorism without
resorting to mass mobilisation of national resources as if they are
waging total war. Such measures are generic and cost-effective.
Moreover, they are no dead investments. Society as a whole will
benefit greatly from improvements in the health and emergency
infrastructure and emergency procedures. These can all be applied
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in the event of natural disasters or major industrial accidents
(although certain aspects will necessarily be specific to CB
terrorism).

The EU is already undertaking a number of emergency meas-
ures to respond to the threat of CB terrorism. Nevertheless, the
range of measures that must be eventually considered in order to
optimise efforts to counter CB terrorism and CBW proliferation is
much wider. The EU’s initiatives appear to be essentially focused
on the health security aspect, but alot of coordination can also be
undertaken in the sphere of political and legal cooperation (espe-
cially with regard to the strengthening and implementation of the
BTWC and the CWC). Furthermore, many of the concrete efforts
must be undertaken on the level of individual member states,
without which EU coordination would lose much of its relevance.
It is also important for governments and public authorities to
realise that counter- and preventive measures must be taken
before a CB terrorist incident occurs, and that such preparations
take several years to achieve maximal effectiveness. Here is a clear
and present responsibility of parliaments and governments.
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Fighting proliferation

C OnCIUSionS — European perspectives

Burkard Schmitt

The EU Security Strategy has identified the Proliferation of
Weapons of Mass Destruction as ‘potentially the greatest threat to
our security’. However, the fight againstitis notatall alost cause.
This is the main conclusion that can be drawn from this Chaillot
Paper.

D In fact, an assessment of the different areas of proliferation
allows us to highlight a number of encouraging facts.

1. The number of active ‘proliferators’ and their technological
capabilities remain limited. Existing regimes have thus far
been fairly successful in reducing both the scope and the
pace of proliferation.

2. Deproliferation is possible: both Iran’s decision to sign the
additional IAEA protocols and Libya’s renunciation of its
WMD programmes illustrate that political and economic
pressure can work. (Even) states of concern base their deci-
sions on a rational cost-benefit calculation. An effective
‘stick-and-carrot’ policy can - and must - ensure that the
benefits of deproliferation outweigh the costs of prolifera-
tion.

3. Lacking sufficient indigenous capabilities, most proliferat-
ing states depend on imports from technologically more
advanced states to develop their WMD programmes. This is
particularly true of missile proliferation, which is mainly
based on old Soviet Scud technology. With the exception of
the DPRK and India, all proliferators need substantial for-
eign assistance to overcome the so-called ‘Scud-barrier’ and
solve the technical hurdles for the development of missiles
with a range greater than 1,000 km.

4. The development and use of WMD and their delivery sys-
tems necessitate a level of know-how, technical infrastruc-
ture and logistics that only state actors have been able to
achieve so far. In consequence, there are strong doubts as to
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whether terrorist groups can at present produce WMD for
large-scale attacks on their own. This is the case for nuclear
weapons in particular, but also for biological and chemical
weapons. CB terrorism, which is generally perceived as the
most probable scenario, can cause major economic and
social disruption, but the probability of large-scale attacks
causing massive human casualties remains relatively low.

5. The only possibility for terrorist groups would thus be to
obtain WMD from proliferating states. However, there has
been no proof of such transfers up until now. Moreover, the
logic of power and self-interest makes it fairly unlikely that
state-actors would provide terrorists with WMD.

All this does not mean that the dangers of proliferation should
be underestimated. For the time being, the geographical distance
vis-a-vis proliferators limits the direct threat to Europe, but prolif-
eration is closely interrelated to regional conflicts that can easily
lead to major international crisis and impact on Europe’s security.
What is more, it would be irresponsible to build policies on the
assumption that state and non-state proliferators could never
acquire the ability to threaten Europe directly.

However, there are some good reasons to believe that the threat
of WMD proliferation is manageable, provided the international
community takes it seriously and acts with determination.

In this context, the EU Strategy against proliferation of WMD
adopted in December 2003 is a major step forward. It proves the
political will of member states to tackle the threatand todosoina
specific, European way. This specificity is based on a clear prefer-
ence for multilateral institutions and agreements, the rule of law
and the treatment of root causes. This approach seems appropri-
ateif-and onlyif - the new focus on ‘effective multilateralism’and
‘preventive engagement’ is followed up by concrete, resolute
action. If Europe wants to defend multilateralism and treaty-
based regimes, ithas also a specific responsibility for making them
work.

This is not the place either to discuss in detail all aspects of the
EU’s Non-Proliferation Strategy (see annexe) or to repeat the pro-
posals for action that each author presents at the end of his chap-
ter. However, some elements are worth stressing.

» Thelimited number of active proliferators and their difficulties
in developing their arsenals proves the success of the existing
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regimes. The EUshould therefore use all meansatits disposal to
defend and strengthen them. This implies, on the one hand,
sticking to declared intentions and implementing the new
Strategy one-to-one, and, on the other hand, establishing an
open dialogue with the United States, in particular on the com-
patibility of counter-proliferation and non-proliferation.

As to missile proliferation, Europe should focus on cutting off
technology supply lines. This approach seems promising, in
particular because of the high import dependence of most pro-
liferators and the limited number of exporters, namely the
DPRK, Russia and China. The principal supplier of 1,000 km-
plus missile technology, the DPRK, can potentially be induced
by the United States to cut its supply, and Russia and China
have both made commitments to enforce their controls more
stringently. If these three sources of exports can be staunched,
it is quite possible to stop further upwards developments by
Iran and possibly by Pakistan. Granted, the EU’s possibilities to
influence the DPRK are limited, but it could and should dis-
cuss the issue seriously with China and Russia and above all
offerits assistance in improving their respective export control
systems.

As to nuclear proliferation, the EU should continue to concen-
trate its efforts on Iran, for the three reasons indicated by
Bruno Tertrais: Iran is geographically near Europe, its pro-
gramme has notyet reached the point of no return, and the EU
has the political and economic means to influence Tehran.
However, the main driving force behind Iran’s nuclear tempta-
tions will remain its security concerns, which only the United
States can assuage. The EU should therefore include these
security concerns in its dialogue with the United States. A sec-
ond priority for the EU in this field should be to strengthen its
financial commitment to threat reduction efforts in Russia.
This could reduce considerably the risk that nuclear weapons
or materiel find their way to terrorists or states of concern.

In the area of biological and chemical proliferation, the EU
should continue to work towards an effective verification sys-
tem for the BTWC. As to the threat of a bio-terrorist attack, the
main threat lies in economic and social disruption. Given the
enormous number of possible targets, Jean-Pascal Zanders is
right to stress the importance of generic countermeasures,
which can also contribute to a society’s overall health and
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safety. Protection and prevention are key, but they should not
come at a price that undermines Europe’s own values.

Even the mostactive non-proliferation policy will probably not
be able to eliminate the risk that chemical, biological, radiological
or nuclear material is misused for malicious purposes. Given
ongoing technological progress and the increasing spread of tech-
nical know-how, the proliferation threat might well become an
integral part of an increasingly global “risk society”. The challenge
is then to manage the threat and the risks it entails in the most
effective way.

In a globalised world, international cooperation is the sine qua
non for tackling this challenge successfully. In this regard, the
transatlantic partnership is key. As the United States and Europe
are pursuing the same objectives, their current divergences on the
best way to achieve them are highly counter-productive. The only
way to reconcile European and American approaches is probably
‘for the Europeans to be prepared to back up treaty obligations -
ultimately with force, whilst the US has to be prepared to play the
rules, even when these do not appear to suit its immediate narrow
national goals’,’ - a simple but by no means easy solution.



annexes

EU strategy against proliferation of weapons of mass
destruction

At Thessaloniki, the European Council adopted a Declaration on non-
proliferation of Weapons of Mass Destruction. Member States made the
commitment, drawing on the Basic Principles already established, to further
elaborate before the end of 2003 a coherent EU strategy to address the threat of
proliferation, and to continue to develop and implement the Action Plan
adopted in June by the Council as a matter of priority.

Delegations will find herewith the draft strategy elaborated to fulfil the
commitment taken in Thessaloniki.

Introduction

1. The proliferation of weapons of mass destruction and their means of delivery
such as ballistic missiles are a growing threat to international peace and security.
While the international treaty regimes and export controls arrangements have
slowed the spread of WMD and delivery systems, a number of states have sought
or are seeking to develop such weapons. The risk that terrorists will acquire
chemical, biological, radiological or fissile materials and their means of delivery
adds a new critical dimension to this threat.

2. As the European Security Strategy makes clear, the European Union cannot
ignore these dangers. WMD and missile proliferation puts at risk the security of
our states, our peoples and our interests around the world. Meeting this
challenge must be a central element in the EU’s external action. The EU must act
with resolve, using all instruments and policies at its disposal. Our objective is
to prevent, deter, halt and, where possible, eliminate proliferation programmes
of concern worldwide.

3. Non-proliferation, disarmament and arms control can make an essential
contribution in the global fight against terrorism by reducing the risk of non
state actors gaining access to weapons of mass destruction, radioactive materials,
and means of delivery. We recall in this context the Council conclusions of 10
December 2001 on implications of the terrorist threat on the non-proliferation,
disarmament, and arms control policy of the EU.
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ChapterI

Proliferation of WMD and means of delivery is a growing
threat to international peace and security

4. The proliferation of weapons of mass destruction and their means of
delivery are a growing threat. Proliferation is driven by a small number of
countries and non-state actors, but presents a real threat through the spread of
technologies and information and because proliferating countries may help one
another. These developments take place outside the current control regime.

5. Increasingly widespread proliferation of weapons of mass destruction
increases the risk of their use by States (as shown by the Iran/Iraq conflict) and
of their acquisition by terrorist groups who could conduct actions aimed at
causing large-scale death and destruction.

6.  Nuclear weapons proliferation: the Treaty on the Non-proliferation of
Nuclear Weapons (NPT) must be preserved in its integrity. It has helped to slow
and in some cases reverse the spread of military nuclear capability, butit has not
been able to prevent it completely. The possession of nuclear weapons by States
outside the NPT and non-compliance with the Treaty’s provisions by states
party to the Treaty, risk undermining non-proliferation and disarmament
efforts.

7. Chemical Weapons Proliferation: A particular difficulty with verification
and export control regimes is that the materials, equipment, and know-how are
dual use. One way of assessing the level of risk is to see whether there is
indigenous ability to produce chemical warfare (CW) agent precursors and to
weaponise chemical warfare agents. In addition, several countries still possess
large chemical weapons stockpiles that should be destroyed, as provided for in
the Chemical Weapons Convention. The possible existence of chemical weapons
in States not party to the Chemical Weapons Convention is also a matter of
concern.

8. Biological weapons proliferation: although effective deployment of
biological weapons requires specialised scientific knowledge including the
acquisition of agents for effective dissemination, the potential for the misuse of



the dual-use technology and knowledge is increasing as a result of rapid
developments in the life sciences. Biological weapons are particularly difficult to
defend against (due to their lack of signature). Moreover, the consequence of the
use maybe difficult to contain depending on the agent used and whether
humans, animals, or plants are the targets. They may have particular attractions
for terrorists. Biological weapons, as well as chemical weapons, pose a special
threat in this respect.

9.  Proliferation of means of delivery related to weapons of mass destruction:
development by several countries of concern of ballistic programmes, of
autonomous capacity in the production of medium and long range missiles, as
well as cruise missiles and UAV are a growing cause of concern.

10.  All such weapons could directly or indirectly threaten the European Union
and its wider interests. A WMD attack on the EU’s territory would involve the
risk of disruption on a massive scale, in addition to grave immediate
consequences in terms of destruction and casualties. In particular, the possibility
of WMD being used by terrorists present a direct and growing threat to our
societies in this respect.

11. Inareas of tension where there are WMD programmes, European interests
are potentially under threat, either through conventional conflicts between
States or through terrorist attacks. In those regions, expatriate communities,
stationed and deployed troops (bases or external operations), and economic
interests (natural resources, investments, export markets) can be affected,
whether or not specially targeted.

12. All the States of the Union and the EU institutions have a collective
responsibility for preventing these risks by actively contributing to the fight
against proliferation.

13. The EU Situation Centre has prepared and will continuously update a
threat assessment using all available sources; we will keep this issue under review
and continue to support this process, in particular by enhancing our co-
operation.
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ChapterII

The European Union cannot ignore these dangers.
It must seek an effective multilaterist response to this threat.

14. To address with unceasing determination the threat posed by WMD a
broad approach covering a wide spectrum of actions is needed. Our approach
will be guided by:

I our conviction that a multilateralist approach to security, including
disarmament and non-proliferation, provides the best way to maintain
international order and hence our commitment to uphold, implement and
strengthen the multilateral disarmament and non-proliferation treaties
and agreements;

I our conviction that non-proliferation should be mainstreamed in our
overall policies, drawing upon all resources and instruments available to
the Union;

1 our determination to support the multilateral institutions charged
respectively with verification and upholding of compliance with these
treaties;

I our view that increased efforts are needed to enhance consequence
management capabilities and improve coordination;

I our commitment to strong national and internationally-coordinated
export controls;

I our conviction that the EU in pursuing effective non-proliferation should
be forceful and inclusive and needs to actively contribute to international
stability;

I our commitment to co-operate with the United States and other partners
who share our objectives.

At the same time, the EU will continue to address the root causes of instability
including through pursuing and enhancing its efforts in the areas of political
conflicts, development assistance, reduction of poverty and promotion of
human rights.

15. Political and diplomatic preventative measures (multilateral treaties and
export control regimes) and resort to the competent international organisations
form the first line of defence against proliferation. When these measures
(including political dialogue and diplomatic pressure) have failed, coercive
measures under Chapter VII of the UN Charter and international law (sanctions,
selective or global, interceptions of shipments and, as appropriate, the use of
force) could be envisioned. The UN Security Council should play a central role.



A)  Effective multilateralism is the cornerstone of the European strategy for
combating proliferation of WMD

16. The EU is committed to the multilateral treaty system, which provides the
legal and normative basis for all non-proliferation efforts. The EU policy is to
pursue the implementation and universalisation of the existing disarmament
and non-proliferation norms. To that end, we will pursue the universalisation of
the NPT, the IAEA Safeguard agreements and protocols additional to them, the
CWC, the BTWC, the HCOC, and the early entry into force of the CTBT. The EU
policy is to work towards the bans on biological and chemical weapons being
declared universally binding rules of international law. The EU policy is to
pursue an international agreement on the prohibition of the production of
fissile material for nuclear weapons or other nuclear explosive devices. The EU
will assist third countries in the fulfilment of their obligations under multilateral
conventions and regimes.

17.  If the multilateral treaty regime is to remain credible it must be made more
effective. The EU will place particular emphasis on a policy of reinforcing
compliance with the multilateral treaty regime. Such a policy must be geared
towards enhancing the detectability of significant violations and strengthening
enforcement of the prohibitions and norms established by the multilateral treaty
regime, including by providing for criminalisation of violations committed
under the jurisdiction or control of a State. The role of the UN Security Council,
as the final arbiter on the consequence of non-compliance - as foreseen in
multilateral regimes - needs to be effectively strengthened.

18. To ensure effective detectability of violations and to deter non-compliance
the EU will make best use of , and seek improvements to, existing verification
mechanisms and systems. It will also support the establishment of additional
international verification instruments and, if necessary, the use of non-routine
inspections under international control beyond facilities declared under existing
treaty regimes. The EU is prepared to enhance, as appropriate, its political,
financial and technical support for agencies in charge of verification.

19. The EU is committed to strengthening export control policies and practices
within its borders and beyond, in co-ordination with partners. The EU will work
towards improving the existing export control mechanisms. It will advocate
adherence to effective export control criteria by countries outside the existing
regimes and arrangements.
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B) Promotion of a stable international and regional environment is a
condition for the fight against proliferation of WMD

20. The EU is determined to play a part in addressing the problems of regional
instability and insecurity and the situations of conflict which lie behind many
weapons programmes, recognising that instability does not occur in a vacuum.
The best solution to the problem of proliferation of WMD is that countries
should no longer feel they need them. If possible, political solutions should be
found to the problems, which lead them to seek WMD. The more secure
countries feel, the more likely they are to abandon programmes: disarmament
measures can lead to a virtuous circle just as weapons programmes can lead to
an arms race.

21. To thisend, the EU will foster regional security arrangements and regional
arms control and disarmament processes. The EU’s dialogue with the countries
concerned should take account of the fact that in many cases they have real and
legitimate security concerns, with the clear understanding that there can never
be any justification for the proliferation of WMD. The EU will encourage these
countries to renounce the use of technology and facilities that might cause a
particular risk of proliferation. The EU will expand co-operative threat reduction
activities and assistance programmes.

22. The EU believes that political solutions to all of the different problems,
fears and ambitions of countries in the most dangerous regions for proliferation
will not be easy to achieve in the short run. Our policy is therefore to prevent,
deter, halt and, where possible, eliminate proliferation programmes of concern,
while dealing with their underlying causes.

23. Positive and negative security assurances can play an important role: they
can serve both as an incentive to forego the acquisition of WMD and as a
deterrent. The EU will promote further consideration of security assurances.

24. Proliferation of WMD is a global threat, which requires a global approach.
However, as security in Europe is closely linked to security and stability in the
Mediterranean, we should pay particular attention to the issue of proliferation
in the Mediterranean area.



C) Close co-operation with key partners is crucial for the success of the global
fight against proliferation

25. A common approach and co-operation with key partners is essential in
order to effectively implement WMD non-proliferation regime.

26. Co-operation with the US and other key partners such as the Russian
Federation, Japan and Canada is necessary to ensure a successful outcome of the
global fight against proliferation.

27. Inorder to tackle and limit the proliferation risk resulting from weaknesses
in the administrative or institutional organisation of some countries, the EU
should encourage them to be partners in the fight against proliferation, by
offering a programme aimed at assisting these countries in improving their
procedures, including the enactment and enforcement of implementing penal
legislation. Assistance should be associated with regular joint evaluations,
reinforcing the collaborative spirit and the confidence building.

28. Appropriate cooperation with the UN and other international
organisations will assist in ensuring a successful outcome of the global fight
against proliferation. The EU will ensure, in particular, exchange of information
and analysis with NATO, within the agreed framework arrangements.

Chapter ITI

The European Union must make use of all its instruments to
prevent, deter, balt, and if possible eliminate proliferation
programmes that cause concern at global level.

29. The elements of the EU’s Strategy against proliferation of weapons of mass
destruction need to be integrated across the board. We have a wide range of
instruments available: multilateral treaties and verification mechanisms;
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national and internationally-coordinated export controls; cooperative threat
reduction programmes; political and economic levers (including trade and
development policies); interdiction of illegal procurement activities and, as a last
resort, coercive measures in accordance with the UN Charter. While all are
necessary, none is sufficient in itself. We need to strengthen them across the
board, and deploy those that are most effective in each case. The European
Union has special strengths and experience to bring to this collective effort. It is
important that the EU’s objectives, as set out in this strategy, be factored in its
policy approach in each area, so as to maximise its effectiveness.

30. Inimplementing our strategy we have decided to focus in particular on the
specific measures contained in this chapter. It is a “living action plan” whose
implementation will be constantly monitored. It will be subjected to regular
revision and updating every six months.

A) Rendering multilateralism more effective by acting resolutely against
proliferators.

1)  Working for the universalisation and when necessary strengthening of the main
treaties, agreements and verification arrangements on disarmament and non-
proliferation.

I Carrying out diplomatic action to promote the universalisation and
reinforcement of multilateral agreements, in implementation of the
Council Common Position of 17 November 2003.

2)  Fosteringthe role of the UN Security Council, and enhancing expertise in meeting the
challenge of proliferation.

I Working inter alia to enable the Security Council to benefit from
independent expertise and a pool of readily available competence, in order
to carry out the verification of proliferating activities that are a potential
threat to international peace and security. The EU will consider how the
unique verification and inspection experience of UNMOVIC could be
retained and utilised, for example by setting up a roster of experts.

3)  Enbancing political, financial and technical support to verification regimes.
1 Now that all EU Member States have ratified the IAEA Additional Protocols,
the EU will redouble its efforts to promote their conclusions by third States.
- Fostering measures aimed at ensuring that any possible misuse of civilian
programmes for military purposes will be effectively excluded.
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4)

0 Releasing financial resources to support specific projects conducted by
multilateral institutions (i.a. IAEA, CTBTO Preparatory Commission and
OPCW) which could assist in fulfilling our objectives.

# Promoting challenge inspections in the framework of the Chemical
Weapons Convention and beyond. This issue will be addressed in the CWC
competent bodies as well as in the framework of political dialogue with
third States.

1 Reinforcing the BTWC and the CWC and, in this context, continuing the
reflection on verification instruments. The BTWC does not contain at
present a verification mechanism. The EU must find ways to strengthen
compliance. A group of experts to give advice on how this could be done
could be established. The EU will take the lead in efforts to strengthen
regulations on trade with material that can be used for the production of
biological weapons. The EU will also take the lead in supporting national
implementation of the BTWC (e.g. in providing technical assistance). The
EU will consider giving support to states with administrative or financial
difficulties in their national implementation of the Chemical Weapons
Convention and the BTWC.

Strengthening export control policies and practices in co-ordination with partners of
the export control regimes; advocating, where applicable, adherence to effective export
control criteria by countries outside the existing regimes and arrangements;
strengthening suppliers regimes and European co-ordination in this area.

1 Making the EU a leading co-operative player in the export control regimes
by coordinating EU positions within the different regimes, supporting the
membership of acceding countries and where appropriate involvement of
the Commission, promoting a catch-all clause in the regimes, where it is
not already agreed, as well as strengthening the information exchange, in
particular with respect to sensitive destinations, sensitive end-users and
procurement patterns.

I Reinforcing the efficiency of export control in an enlarged Europe, and
successfully conducting a Peer Review to disseminate good practices by
taking special account of the challenges of the forthcoming enlargement.

0 Setting up a programme of assistance to States in need of technical
knowledge in the field of export control.

1 Working to ensure that the Nuclear Suppliers Group make the export of
controlled nuclear and nuclear related items and technology conditional
on ratifying and implementing the Additional Protocol.

# Promoting in the regimes reinforced export controls with respect to
intangible transfers of dual-use technology, as well as effective measures
relating to brokering and transhipment issues.
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5)

6)

B)

1)

I Enhancing information exchange between Member States. Considering
exchange of information between the EU SitCen and like-minded
countries.

Enbancing the security of proliferation-sensitive materials, equipment and expertise
in the European Union against unauthorised access and risks of diversion.

I Improving the control of high activity radioactive sources. After the
adoption of the Council Directive on the control of high activity sealed
radioactive sources, Member States should ensure its fast implementation
at national level. The EU should promote the adoption of similar
provisions by third countries.

I Enhancing, where appropriate, the physical protection of nuclear materials
and facilities, including obsolete reactors and their spent fuel.

I Strengthening of EC and national legislation and control over pathogenic
microorganisms and toxins (both in Member States and in Acceding
Countries) where necessary. Co-operation between the public health,
occupational health and safety and the non-proliferation structures should
be reinforced. The creation of an EU Centre for Disease Control and the
task that it would perform should be analysed.

I Fostering the dialogue with industry to reinforce awareness. An initiative
will be taken in order to promote firstly a dialogue with EU industry with
aview to raising the level of awareness of problems related to the WMD and
secondly, a dialogue between EU and US industry, in particular in the
biological sector.

Strengthening identification, control and interception of illegal trafficking.

I Adoption by Member States of common policies related to criminal
sanctions for illegal export, brokering and smuggling of WMD-related
material.

I Considering measures aimed at controlling the transit and transhipment
of sensitive materials.

I Supporting international initiatives aimed at the identification, control
and interception of illegal shipments.

Promoting a stable international and regional environment

Reinforcing EU co-operative threat reduction programmes with other countries,
targeted at support for disarmament, control and security of sensitive materials,
facilities and expertise.

I Prolonging the Programme on disarmament and non-proliferation in the
Russian Federation beyond June 2004.



2)

B Increasing EU co-operative threat reduction funding in the light of
financial perspectives beyond 2006. The creation of a specific Community
budget line for nonproliferation and disarmament of WMD should be
envisaged. Member States should be encouraged to contribute also on a
national basis. These efforts should include measures aimed at reinforcing
the control of the non-proliferation of WMD related expertise, science and
technology.

1 Setting up of a programme of assistance to States in need of technical
knowledge in order to ensure the security and control of sensitive material,
facilities and expertise.

Integrate the WMD non-proliferation concerns into the EU’s political, diplomatic
and economic activities and programmes, aiming at the greatest effectiveness.

1 Mainstreaming non-proliferation policies into the EU’s wider relations
with third countries, in accordance to the GAERC conclusions of 17
November 2003, inter alia by introducing the non-proliferation clause in
agreements with third countries.

I Increasing Union efforts to resolve regional conflicts by using all the

instruments available to it, notably within the framework of CFSP and
ESDP.

C) Co-operating closely with the United States and other key partners.

1)
2)

Ensuring adequate follow up to the EU-US declaration on non-proliferation issued at
the June 2003 summit.

Ensuring coordination and, where appropriate, joint initiatives with other key
partners.

D) Developing the necessary structures within the Union

1)

2)

Organising a six monthly debate on the implementation of the EU Strategy at the
External Relations Council.

Setting up, as agreed in Thessaloniki, a unit which would function as a monitoring
centre, entrusted with the monitoring of the consistent implementation of the EU
Strategy and the collection of information and intelligence, in liaison with the
Situation Centre. This monitoring centre would be set up at the Council Secretariat
and fully associate the Commission.
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*

Since the terrorist attacks of 11 September 2001 and the
war in Iraq, the proliferation of weapons of mass destruc-
tion has become a top priority European policy-
makers. According to the European Security Strategy, it is
potentially the greatest threat to the EU’ urity, in par-
ticular if it is linked to terrorism. Recer?Xents i*aq,
North Korea and Iran have confirmed the importance of
WMD non-proliferation strategies for international secu-
rity.

The EU Institute for Security Studies invited three
European experts on proliferation to present their views
on this issue. In this Chaillot Paper, they provide a detailed
assessment of the current state of nuclear, biological, che-
mical and missile proliferation. In addition, they give an
analysis of existing non-proliferation tools and develop,
for each area, concrete proposals for effective political
action.

The findings of this report confirm that WMD prolife-
ration is a serious threat, but that it can be managed suc-
cessfully if the international community follows up on its
declared intentions. In this context, the EU has a crucial
role to play, and its recently adopted non-proliferation
strategy is an important step in the right direction.

The authors treat proliferation as a global issue, but
develop their assessments and proposals with a specific
focus on the EU. The aim of this paper is to contribute to
the overall European policy debate on Europe’s current
and future actions in the fight against proliferation.
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